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1. Introduction
The current TR 33.868 analyses External Interface Security, i.e. security for the interface between the 3GPP network and an external MTC server. 
In SA2 TR 23.888v110 several Key Issues are related to external interface and some of the Key Issues in the SA2 TR also include security related requirements: 
· IP Addressing

· MTC Device Trigger
This contribution analyses the requirements in SA2 TR 23.888 related to external interface security.
2. Analysis
SA2 key issue IP Addressing (SA2 TR clause 5.3)
In 5.3.1 Use case description it is stated:

For both IPv4 and IPv6 addressing, the network may employ network topology security techniques that are intended to thwart unauthorized mobile terminated communications over a pre-existing globally routable IP connection. These security techniques are employed by the network operator to address various security goals.  These security goals may include, but are not limited to, the desire for end-system privacy (e.g. to prevent device profiling), topology hiding (e.g. to mitigate scanning attacks) and to prevent unauthorized or unwanted communications with the MTC device.
Analysis: The following security goals are identified

· “end-system privacy”. It is not clear to us whether IP addresses or other types of identities are meant. SA3 has not currently taken privacy issues into account in work for external interface security but we believe SA3 should. 
· “topology hiding”.  SA3 has not currently taken topology hiding into account in the work for external interface security. It should be discussed in SA3 whether topology hiding is a requirement that should be taken into account in SA3 TR or if it should be handled in SA2 TR. 
· prevent unauthorized or unwanted communications with the MTC device. SA3 TR has a requirement for mutual authentication in the external interface. However, it is not clear what “unauthorized” means in this context in the SA2 TR, especially if the term “authorization” includes also “authentication”. 
If it does, some of the requirements in SA2 TR seem to be overlapping with SA3 TR. 
If it does not, it should be clarified whether authorization aspects (i.e. access control after successful authentication) are to be handled in SA2 or in SA3. It is also not clear what “unwanted” means in this context. Unwanted could be related to unsolicited communication which is being studied in SPUCI TR. 
These techniques may result in blocking a MTC server from initiating the IP communications with a MTC device until granted by the network. Thus when the MTC server needs to communications with the MTC device over IP, a mechanism is required to request the network to grant the IP based communications with the MTC device.
Analysis: It is not clear whether this refers to authentication or to something additional. See also previous comments on the meaning of “unauthorized”. 
And in 5.3.2 Required functionality it is stated:

The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IPv4 address space or to the MTC device attached to a PLMN employing various security techniques that thwart mobile terminated communications triggered over a globally routable IP connection.
…
The mechanism shall minimize any additional security threats to the MTC Device.

Analysis: The former requirement is not clear. It seems to prevent all mobile terminated communications triggered over a globally routable IP connection. The latter requirement sets an overall security requirement which may be impossible to fulfil since the threats are not specified.
SA2 key issue MTC Device Trigger
In 5.8.2 Required functionality it is stated:
-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

Analysis: See previous comments on the meaning of “unauthorized”.  
3. Conclusion and proposal
Requirements related to external interface security in SA2 TR 23.888 were analysed.

It is not clear in SA2 TR if the use of the term “authorization” includes also “authentication”. If it does, some of the requirements in SA2 TR seem to be overlapping with SA3 TR. If it does not, it should be clarified whether authorization aspects (i.e. access control after successful authentication) are to be handled in SA2 or in SA3.
It is proposed to send an LS to SA2 based on the analysis above.
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