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1. Introduction
Device triggering is in the building blocks recognized by SA plenary.  There are several device triggering solutions in 23.888. There was a new requirement “The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.”  introduced  by both S1-110429 and S2-111228.

This requirement is necessary for the MTC device. Otherwise the faked trigger indications will exhaust the battery of the MTC devices.  For normal UEs held by human, regular re-charging of the battery is not a concern, but it may be a big concern for small and cheap MTC devices that remain unattended over an extended period.  The discussion in this paper doesn’t cover the normal UE.

Moreover this new requirement will require some network element(s) to verify the source of the triggering message, which leads the network element(s) to become the target of spam. Especially if the MTC device is triggered by SMS, it’s difficult to verify the source of the SMS since it can be forged. To counter this forge, some enhancement of the network devices is needed. 

In this paper we will analysis if there is spam threat in each solution and if there are feasible countermeasures against the spam.

2. Discussion
2.1 triggering solutions in TR 23.888
There are 7 device triggering solutions in 23.888 (from clause 6.39 to 6.45).  
6.39 Triggering MTC devices via HSS and NAS signalling

6.40 Information sent to trigger a MTC Device

In solution 6.39 and 6.40 the UE targeted by the network application server (e.g. Device Management Server) is notified about that request via NAS signaling through the serving MME/SGSN. 

The HSS/HLR (or a gateway between the application and the network) will validate the request from the application (e.g. checking the application rights to issue such requests); 

The HSS/HLR or the gateway is exposed to spam attack. However sine the interface between an external application and the HSS/HLR needs to be secured, there should be some management mechanism to ensure that only the valid network application server can be connected to the HSS/HLR or the gateway.
6.41 Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure

This solution permit the MTC Server initiates DNS query to retrieve the IP address for the MTC Device.  Unless only the authorized MTC server can be connected to the AAA server, the AAA server will face spam attacks i.e., massive DNS query of the MTC devices.
6.42 Triggering of attached MTC Device via Pre rel-11 SMS
The MTC server sends indication to MTC Devices via SMS and make MTC Devices initially establish data communication with the MTC server. Unless the network can only send verified triggering SMS to the MTC devices, the MTC devices will face spam attack. 
6.43 Triggering of attached MTC Device via intermediate node
This solution re-uses the intermediate node introduced by MTC Monitoring solution specified in clause 6.25. The MTC Server sends notification message to the intermediate node when the MTC user wants to trigger   MTC Devices. Similar as solution 6.39 and 6.40 there should be secure connection between the MTC server and the intermediate node which isn’t exposed to all users.
6.44 Device Triggering reuse of MT SMS WAP Push 

This solution introduces a new Service Centre (SC) configured for MTC using a standardized protocol over the MTCsp interface point. The Service Centre resides at the edge of the operators’ network. Unless all the SMS sent to MTC devices go through the SC and the SC verify the source of the SMS, the MTC devices will face spam attack. 

6.45 Device trigger gateway solution

This solution introduces a new Device Trigger Gateway (DT-GW) in the HPLMN in combination with several services provided in the existing standards.  DT-GW can verify the source of the triggering request.
2.2 triggering through SMS
If the SMS is transferred to the MSC/SGSN/MME from the DT-GW/SC which has verified an authorized MTC server as the source of the SMS, the MSC/SGSN/MME can let it go through.

Unless only accepting the SMS transferred by DT-GW/SC, the MSC/SGSN/MME needs to verify other SMS sent to the MTC device. This is inevitable with solution 6.42. In this case the MSC/SGSN/MME will face SMS spam attack since it needs to verify each SMS sent to MTC devices. 
3. Conclusion

For device triggering solutions not using SMS, management schemes can be utilized to ensure only the valid MTC severs can connect to the network devices that send triggering request to the MTC devices. For device triggering solution using SMS the better choice is to have the network devices deployed on the boundary between the HPLMN and the public Internet (e.g, DT-GW or SC) to verify the source of the SMS to avoid spam attack to MSC/SGSN/MME. And it needs study how to prevent spam to these intermediate devices.
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