SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — SA3#63
S3-110478
11 April – 15 April 2011
Chengdu , China P.R.
Source:
Ericsson, ST-Ericsson
Title:
TR 33.829: KMS call diversion solution 2 update
Document for:
Discussion and decision

Agenda Item:

8.3 Extended IMS media plane security features
Work Item / Release:
extMEDIASEC / Rel-11
1
Introduction
In the KMS based media plane security solution for call diversion in TR 33.829 there is an Editor's Note in clause 9.3.2 KMS-based solution number 2 stating that an explanation is needed on how the original receiver is prevented from receiving a session key. In this contribution it is explained how this is achieved. 
2
Discussion
With KMS based key management it is easy to ensure that different endpoints will use different session keys. It is only required that the ticket profile prescribes that forking is used, i.e. the I flag shall be set to 1 (use forking).
3
Proposal
It is proposed to update clause 9.3.2 KMS-based solution number 2 according to the pCR below. The editor's not should be deleted.
4
PCR
<*** Start of changes ***>
9.3.2
KMS-based solution number 2

This clause does not really propose a new solution but describes how current procedures could be used and handled in call diversion scenarios.  The handling is described in the following step by step description:
0
Tickets prescribing key forking are used.

1
The caller requests a ticket for the intended receiver. The ticket may include other receivers as well.

2
The caller INVITEs the intended receiver using the requested ticket.

3
The INVITE is diverted with the original ticket.

4
The receiver checks if he is an authorized user of the ticket. If he is, he accepts the INVITE. If not

5
The receiver declines the call and responds with an error message indicating that it is not authorized for a secure call using the ticket in the INVITE. The response includes the identity of the receiver.

NOTE: A user declining the invitation because he is not authorized to use the received ticket will of course not receive any session keys from the KMS. If an authorized receiver declined the invitation but still resolved the ticket he would get session keys unique for him and thus not the same as another user would get, due to the fact that key forking is prescribed. 


6
The caller checks the error message and notices that the responder was not authorized for use of the ticket.

7
The caller now checks the identity of the responder and notices that it is different from the identity of the intended receiver. 

8
The caller now has three choices: a) to hang up, b) to send an INVITE for a plain call to the responder, c) to send and INVITE for a secure call to the responder. Choosing option c requires that the caller request a new ticket with the responder as an authorized receiver.

This described handling of call diversion has the benefit that there is no need for new network functionality. Furthermore it leaves the decision on how to handle a diverted secure call to the initiator of the call.
<*** End of changes ***>
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