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1
Introduction
In the KMS based media plane security solution for conferencing in TR 33.829 it is stated that the conference focus and the conference participant shall perform mutual authentication. MIKEY-TICKET, RFC 6043, provides the means to perform such mutual authentication. This contribution describes how this works and proposes to remove the Editor's Note in clause 5.3.2.1.3 Conference call in. 
2
MIKEY-TICKET mutual authentication
2.1 
General

Authentication of end-points is possible when the Ticket Policy prescribes use of key forking.  

2.2
Sender authentication
The basic idea used for sender authentication is that the sender adds some data together with a verification payload which only could be added by the ticket requester and which the KMS can verify in a RESOLVE request. The KMS then assures the receiver that the verification of the added data is OK and then the receiver will have gotten sender authentication.

When key forking is used, the ticket payload, TICKET, sent in the TRANSFER_INIT message contains Initiator Data (see RFC 6043, section 6.10). Initiator data is added to a Ticket by the initiator and consists of two verification payloads. 

The Vi payload SHALL be identical to the V payload in the TRANSFER_INIT message. This binds the Initiator data to the TRANSFER_INIT message. 
The Vr payload covers the the whole of Initiator data. The authentication key used to calculate Vr is derived from MPKr.  Note that MPKr will only be available to the party requesting the ticket and not to a legitimate recipient of the ticket, see RFC 6043, section 5.1. Thus it is only the party that requested the ticket (this identity can be found in the TP payload) from the KMS that can calculate Vr and add the first payload. 
That Vr is correct is checked by the KMS when the receiver issues a RESOLVE_INIT. If this check works out OK the receiver can be assured that the TRANSFER_INIT was generated by the entity that requested the TICKET from the KMS.
2.3
Receiver authentication

Receiver authentication works in a way similar to sender authentication. It requires key forking. The receiver uses a authentication key to calculate the verification payload in the TRANSFER_RESP message which only this particular receiver has access to and which can be checked by the party requesting the used ticket from the KMS.
The receiver adds his identity (IDRr) together with some random data (RANDkms) coming from the KMS in the TRANSFER_RESP message. The verification payload in the TRANSFER_RESP message is then calculated using an authentication key derived from MPKr' where MPKr' is derived by the KMS from the used ticket and IDRr and RANDkms (see clause 5.1 in RFC 6043). The KMS will only deliver this key to a receiver which the KMS can authenticate as legitimate user of the IDRr identity. 
Except for the KMS, it is only the party requesting the TICKET used, that can calculate MPKr'. Thus if the verification payload in the TRANSFER_RESP is checked and found correct, the initiator can be assured that it was generated by the party identified by the IDRr payload.


3
Conclusion

The above considerations show that MIKEY-TICKET provides mechanisms for mutual authentication between initiator and receiver. They also show that there is no need for the KMS to keep any record of which users that are participating in which conference.
4
Proposal
It is proposed to include a NOTE hinting how mutual authentication is achieved with MIKEY-TICKET and to delete the editor's note in clause 5.3.2.1.3.
5
PCR
<*** Start of first change ***>
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<*** Start of second change ***>
5.3.2.1.1 
General
The KMS based solution is based on the functionality for KMS based media security as described in TS 33.228 [3] and MIKEY-TICKET RFC 6043 [xx].
The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys may be used to key media streams used in the conference. 

To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.

<*** Start of third change ***>
5.3.2.1.3
Conference call in
When the creator of the conference calls into the conference, the creator may reuse the TICKET used when INVITING the conference factory or create and use a new TICKET. The conference focus resolves the ticket by initiating a RESOLVE exchange with the KMS and verifies the identity of the conference creator. The conference focus then sends a REQUEST_INIT to the KMS requesting a TICKET with the group keys that it will need to key the conference. The conference focus responds to the initiator with a TRANSFER_RESP containing a KEMAC with the group keys to be used. 
NOTE: 
MIKEY-TICKET RFC 6043 [xx] authentication of an invited party is achieved by key forking which is used to derive receiver end-point unique keys. Authentication of the inviting party is achieved by including Initiator Data in the TICKET payload.
Other conference participants can also call in to the conference by sending an INVITE to the conference focus. The invite may be due to a REFER from some other conference participant. Before sending the INVITE the conference participant to be, requests a TICKET from the KMS with allowed recipient equal to the conference focus. The conference system authenticates the entity calling into the conference and verifies that it is allowed to join the conference. The conference system responds with a TRANSFER_RESP containing a KEMAC with the group keys to be used.


<*** End of changes ***>
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