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Abstract of the contribution:

Solution about SRNS relocation without UE involvement is proposed in this contribution. And also some update and explanations are added.
1 Introduction
1) SRNS relocation without UE involvement
There is a scenario that is not considered before for the simplified forward security based solution, which can not work in current mechanism. As we all know two main types of SRNS relocation are defined in UMTS:
-
SRNS relocation with UE involvement
-
SRNS relocation without UE involvement
UE can’t recognize whether it is a SRNS relocation with UE involvement or without UE involvement. That is to say, UE can’t know whether the first DL message is sent from source RNC or target RNC during SRNS relocation. So it is impossible to update keys during SRNS relocation without UE involvement, in which target RNC sends the first DL message to UE. 
Another reason is that if target RNC doesn’t support UKH, it can not send NCC to UE directly. In this situation, it’s difficult for UE to synchronize the derivations of the enhanced keys with network.

In order to solve these problems, a solution is proposed that a legacy SRNC relocation procedure is performed first and then an intra-SRNS relocation is followed. During the first SRNS relocation source RNC+ should send the keys currently used directly to target RNC+, i.e. the keys during this SRNC relocation procedure are not updated. And during the following intra-SRNS relocation, new IKU and CKU are activated just the same as in the SRNS relocation with UE involvement, except that the target RNC+ and the source RNC+ are the same one.

2) NCC transfer

During enhanced SRNS relocation, there is no use for target RNC(*) to receive the NCC value from the source RNC+. First of all, because target RNC may be not updated, so the NCC value sent to ME+ has to be sent by source RNC+, not target RNC(*). Secondly, when target RNC(*) receives the keys sent by source RNC+, it will regard them as CKU/IKU or CK/IK depending on its UTRAN KH capability. NCC value is not used for target RNC(*). What target RNC+ needs to do is only to receive the updated CKU’/IKU’ and the corresponding NCC which are sent by CNN+ after a successful SRNS relocation.
2 Proposal
For the sake of better comparison, we rename the simplified forward security based solution as solution 4. And some explanations are added in order to have a better description for this solution, including keys usage. 
It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR33.859. 
************************** start of changes ************************
5.4
Proposed solution 4
5.4.1
General

This solution is based on key hierarchy solution 2. It can be seen as an add-on to Solution 2 in the sense that Solution 4 provides forward security based key derivations at SRNS relocations similar to X2/S1 handovers in E-UTRAN. Compared to solution 1, this solution deletes algorithm ID binding with key derivation, and thus the complexity is reduced greatly. So we can call this simplified forward security based solution.
Figure  5.4.1-1 shows the dependencies between the keys at initial setup (i.e., when the UE goes to ACTIVE mode), and at combined hard handover and SRNS relocation as well as combined cell/URA updated and SRNS relocation. 
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Figure 5.4.1-1: Key distribution and key derivation scheme for UTRAN Key hierarchy
(IKU, CKU) and (IKU’, CKU’) shall be transmitted to SRNC+ at the intial connetion setup. The first pair (IKU, CKU) is used to protect the communication under the current SRNC+. The second pair (IKU’, CKU’) is used as the keys after the next SRNS relocation performs. When SRNC relocation occurs, (IKU’, CKU’) are transmitted to the target RNC(*). If target RNC is not updated, it will regard IKU’/ CKU’ as legacy IK/CK. And if target RNC is updated, it will regard IKU’/ CKU’ as IKu/CKU.
NOTE: In this solution, because the integrity key and ciphering key in CNN+ are always the same with the ones in RNC+, it is not necessary to differentiate them as solution 3. IKU is corresponding to IKS in solution 2, and CKU is corresponding to CKS in solution 2. 
5.4.2
Forward security based SRNS relocation with UE involvement
5.4.2.1
Key chaining

The general principle of enhanced key handling at SRNC relocation is depicted in Figure 5.4.2.1-1.
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Figure 5.4.2.1-1A simplified model for the SRNC relocation key chaining
The following is an outline of the key handling model to clarify the intended structure of the key derivations during SRNS relocation with UE involvement. 

Whenever an initial security context needs to be established between ME+ and SRNC+, SGSN+ and the ME+ shall derive IKU/CKU and IKU’/CKU’, which are both derived from the IK/CK. A Next-hop Chaining Counter (NCC) is associated with each IKU’/CKU’. At initial setup, the IKU/CKU is derived directly from IK/CK, and is then considered to be associated with a virtual IKU’/CKU’ parameter with NCC value equal to zero. At initial setup, the derived IKU’/CKU’ value is associated with the NCC value one. IKU/CKU and { IKU’, CKU’, NCC} are transmitted to SRNC+ during SMC procedure at initial attachment. 

NOTE: Since the SGSN+ sends the { IKU’, CKU’, NCC} value to SRNC+ at the initial attachment, the IKU’/CKU’ value associated with the NCC value one can be used in the next SRNC relocation or the next intra-SRNC relocation.

The ME+ and the SRNC+ use the IKU/CKU derived from IK/CK to secure the communication between each other. On SRNC relocation, IKU’/CKU’ are derived from the IK/CK and the old IKU’/CKU’. 
As IKU’/CKU’ are only computable by the ME+ and the SGSN+, it is arranged so that IKU’/CKU’ are provided to SRNC from the SGSN+ in such a way that forward security can be achieved.
5.4.2.2
Network handling
5.4.2.2.1
Enhanced SRNS relocation procedure

During SRNS relocation the source RNC+ shall forward the IKU’/CKU’ to the target RNC(*). If the target RNC+ supports UKH, it shall use the received IKU’/CKU’ directly as IKU/CKU to be used with the UE. The source RNC+ shall send NCC to the UE. 
If the target RNC is a legacy one, it shall use the received keys directly as IK/CK to be used with the UE, just the same as the operation of TS 33.102 [3]. 

When the target RNC+ has completed the SRNC relocation signaling with the ME+, it shall send a Enhanced Relocation Complete Request message to the SGSN+. Upon reception of the Enhanced Relocation Complete Request, the SGSN+ shall increase its locally kept NCC value by one and compute a new fresh IKU’/CKU’ by using the IK/CK and its locally kept IKU’/CKU’ value as input to the function. The SGSN+ shall then send the newly computed { IKU’, CKU’, NCC} triple to the target RNC+ in the Enhanced Relocation Complete Response message. The target RNC+ shall store the received { IKU’, CKU’, NCC} triple for further SRNC relocation and remove other existing unused stored { IKU’, CKU’, NCC} triples if any.
NOTE: The newly computed { IKU’, CKU’, NCC} can only be used to provide keying material for the next SRNC relocation procedure. Thus, for SRNC relocation key separation happens only after two hops because the source RNC+ knows the target RNC+ keys. The target RNC+ can immediately initiate an intra-cell handover to take the new IKU’/CKU’ into use once the new IKU’/CKU’ has arrived in the Enhanced Relocation Complete Response.
5.4.2.2.2
SRNS relocation procedure

Upon reception of the Relocation Required message the source SGSN+ shall increase its locally kept NCC value by one and compute a fresh IKU’/CKU’ from its stored IK/CK and old IKU/CKU. The source SGSN+ shall store that fresh keys and send them to the target SGSN+ in the Forward Relocation Request message. 

The target SGSN+ shall store IKU’/CKU’ and corresponding NCC received from the source SGSN+. 

The target SGSN+ shall then send the received IKU’/CKU’ and corresponding NCC to the target RNC+ within the Relocation Request message. Upon receipt of the Relocation Request from the target SGSN+, the target RNC+ shall regard the received IKU’/CKU’ as IKU/CKU, and save the keys and corresponding NCC, and remove any existing unused stored IKU’/CKU’ and corresponding NCC.  The target RNC+ shall forward NCC to the ME+, which is either included in the prepared Target to Source RNC Transparent Container sent back to the source RNC+ and forwarded to the UE by source RNC+(SRNC relocation with UE involved ), or sent by the target RNC+ directly (SRNC relocation without UE involved),  
NOTE: The source SGSN+ may be the same as the target SGSN+ in the description in this subclause. If so the single SGSN+ performs the roles of both the source and target SGSN+, i.e. the SGSN+ calculates and stores the fresh IKU’/CKU’ and corresponding NCC and sends them to the target RNC+.
5.4.2.3
UE handling

If the NCC value the ME+ received in the Physical Channel Reconfiguration message or UTRAN Mobility Information message from target RNC+ is equal to the NCC value stored in the ME+, the ME+ shall directly use the IKU’/CKU’ as IKU/CKU. 
If the ME+ received an NCC value that was different from the NCC associated with the currently active IKU’/CKU’, the ME+ shall first synchronize the locally kept IKU’/CKU’ parameter iteratively, and increasing the NCC value until it matches the NCC value received from the network. When the NCC values match, the ME+ shall use the IKU’/CKU’ as IKU/CKU to protect the communication between the ME+ and the target RNC+.
5.4.2.4
Intra-SRNS relocation

When the SRNC+ decides to perform an intra-SRNS relocation it shall use the IKU’/CKU’ as the IKU/CKU. The SRNC shall send the NCC corresponding to IKU’/CKU’ to UE in Physical Channel Reconfiguration message or UTRAN Mobility Information message.
5.4.3
SRNS relocation without UE involvement

During SRNS relocation without UE involvement, a legacy SRNC relocation procedure is performed first, in which source RNC+ should send the keys currently used directly to target RNC(*), i.e. the keys during this SRNC relocation procedure are not updated. While the operation of SGSN+ is the same as the one’s in SRNS relocation with UE involvement, i.e., SGSN+ shall also derive a new pair of IKU’/CKU’. The benefit is that SGSN+ does not need to know whether it is a SRNS relocation without UE involvement or not.

After the SRNC relocation is finished, if target RNC is an updated one, an intra-SRNC relocation is performed. During this intra-SRNC relocation procedure, new IKU and CKU are activated just the same as in the SRNS relocation with UE involvement, except that the target RNC+ and the source RNC+ are the same one.
************************** end of changes *************************
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