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************************************ start first change **************************************
7.2.8.4.2
X2-handover

As in intra-eNB handovers, for X2 handovers the source eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source eNB shall first compute KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.5.
In the case of a UE under an RN performing the handover, the source RN shall forward HANDOVER REQUEST to source DeNB with the current used KeNB,The source DeNB shall ignore the received KeNB if it finds the received NCC count is not higher than NCC count in the locally kept (NCC, NH) pair. Furthermore, the source DeNB shall derive KeNB* for target node(s) from the locally kept NH according to the vertical key derivation. Otherwise the source DeNB will derive KeNB* for target node(s) from the received KeNB according to horizontal key derivation
Next the source eNB/DeNB shall forward the {KeNB*, NCC} pair to the target eNB. The target eNB shall use the received KeNB* directly as KeNB to be used with the UE. The target eNB shall associate the NCC value received from source eNB with the KeNB. The target eNB shall include the received NCC into the prepared HO Command message, which is sent back to the source eNB in a transparent container and forwarded to the UE by source eNB. 
In the case of a UE performing handover toward an RN, the HANDOVER REQUEST is received by the target DeNB, which distributes the security parameters to target cell and cells for establishment. If there is cell for establishment under the DeNB, the DeNB shall locally store the security information (e.g. KeNB*, algorithms used in the source cell and UE security capability) prepared for the cell under DeNB. Then the target DeNB transfers the handover request to the target RN. KeNB* (s) prepared for cells under RN and UE security capability shall be included in the handover request. 
When the target eNB/RN has completed the handover signaling with the UE, it shall send a S1 PATH SWITCH REQUEST to the MME. Upon reception of the S1 PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input to the function defined in Annex A.4. The MME shall then send the newly computed {NH, NCC} pair to the target eNB/DeNB in the S1 PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall/DeNB store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 
In the case of a UE performing handover toward an RN, the target DeNB shall keep the (NCC, NH) pair received from MME locally and not forward them to the target RN. This way during the next HO procedure, the source RN (which is the target RN now) is not aware of the keys derived for the target node(s).
NOTE:
Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the S1 PATH SWITCH REQUEST ACKNOWLEDGE.
************************************ end  first change **************************************

************************************ start second change **************************************

7.2.8.4.3
S1-Handover

Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The source MME shall store that fresh pair and send it to the target MME in the S10 FORWARD RELOCATION REQUEST message. The S10 FORWARD RELOCATION REQUEST message shall in addition contain the KASME that is currently used to compute {NH, NCC} pairs and its corresponding eKSI.

The target MME shall store locally the {NH, NCC} pair received from the source MME. 

The target MME shall then send the received {NH, NCC} pair to the target eNB within the S1 HANDOVER REQUEST.

Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target eNB/RN shall compute the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 with the fresh{NH, NCC} pair in the S1 HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target eNB/RN shall associate the NCC value received from MME with the KeNB. The target eNB/RN shall include the NCC value from the received {NH, NCC} pair into the HO Command to the UE and remove any existing unused stored {NH, NCC} pairs. 

NOTE: The source MME may be the same as the target MME in the description in this subclause. If so the single MME performs the roles of both the source and target MME, i.e. the MME calculates and stores the fresh {NH, NCC} pair and sends this to the target eNB.

For S1-handover, the source eNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target eNB. The AS algorithms used by in the source cell are provided to the target eNB so that it can decipher and integrity verify the RRCReestablishmentComplete message on SRB1 in the potential RRCConnectionRe-establishment procedure. 
************************************ end second change **************************************
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