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This contribution proposes for SA3 to create and work on a living document for MTC security in release 11.
1 Introduction
SA1 and SA2 have made their respective R11 priority lists in the LS’s S1-110419 and S2-111219 which were sent to SA#51 plenary.  The priority lists from SA1 and SA2 are almost similar for the highest priority items. SA#51 subsequently decided on the final priority list and sent an LS to the relative groups. The resulting final priority list will have a significant impact on SA3’s security work. This contribution makes an analysis of the expected impacts of the priority features agreed at SA#51 upon the work on MTC security at SA3 inRelease 11.

2 Analysis of impacts to SA3
2.1 Priority list summary
A summary of the SA1, SA2 and SA priority lists is provided below for ease of readability.

SA:

SA has separated all the features into three building blocks: Reachability Aspects, Signalling Optimizations, “CN-based" and power considerations. 
Reachability Aspects: MTC Feature control; Device Triggering; Addressing; Identifiers - especially removal of MSISDN dependencies in the architecture, PS Only support 
Signalling Optimizations: Effectively maintain connectivity for a large number of MTC Devices, Small Data Transmissions
“CN-based" and power considerations: Charging Requirements; Lower Power Consumption, MTC Monitoring 
Secure connection also can be studied in SA3. 
SA1:

SA1 has separated all the features into several levels: TOP Priority, HIGH priority, MEDIUM priority, LOW priority, VERY LOW priority, NEGLIGIBLE priority.
TOP Priority (1 item) and HIGH priority (4 items) are the same as Reachability Aspects and Signalling Optimizations in the SA.prioirty list 
SA2:

SA2 has separated all the features into 3 work tasks: work task 1, 2 and 3.
Work task 1 (3 items): triggering, addressing/identifier, PS only
Work task 2 (2 items): Small Data Transmission, Effectively maintain connectivity for a large number of MTC Devices
Work task 3 (3 items): Charging, Lower Power Consumption, MTC Monitoring
Work Task 1 is plannned to be completed in SA2#87. Work Task 2 is plannned to be completed in SA2#90. These schedules are according to the attachment S2-110939 included in the LS S2-111219.
2.2 Timeline impact

SA did not define the timeline for the priority list. This seems to imply that SA3 could study all the features in the SA priority list in R11. 

However, SA2 did report their planned timeline. According to the SA2 timeline, only ONE general requirement, i.e addressing/identifier, and FOUR features, i.e. MTC trigger, PS only, Small Data Transmissions, Effectively maintain connectivity for a large number of MTC Devices, will be in consideration for Release 11. SA2#87 is in October, 2011. This means that SA3 should wait until October 2011 to define security solutions according to SA2’s conclusion of work task 1. If SA2 can finish work task 1 on time, then work task 2 can be in consideration. 
2.3 Output impact

With regard to one requirement and four features,
Addressing/identifier:

MTC device identifier, MSISDN and IP address, etc will be involved in this general requirement. IMSI and IMEI may be touched, too. The main work will probably be in SA1 and SA2. SA3 may do some security check work after their definition.
MTC trigger:
SA2 has already defined several solutions for this feature, including trigger GW solution, SMS solution, Device identifier used over MTCSP solution, Triggering MTC devices via HSS and NAS signalling solution and Information sent to trigger a MTC Device solution, etc. And they plan to continue work on solutions of this feature. It is expected that many if not all of the existing SA2 solutions proposed for MTC device trigger will likely require work on  security mechanisms.  There has been some work on security requirement, threats and general description of solutions for MTC device trigger in TR33.868. However, given the likely need for security mechanisms for the majority of the candidate solutions in SA2, SA3 should wait for the final, fixed solution from SA2 to handle security aspects.
PS only:

There is no key issue and solution in SA2 but only feature requirement in SA1. So it may take a little longer time for SA2 to work on solutions for this SA1 feature. SA3 should wait for SA2 to stabilize its solutions work on this feature.
Small Data Transmission
SA1 and SA2 separate this feature into online and offline. There has been issue description in TR33.868. SA3, however, will need more details from SA2 in terms of their solutions, before being able to work on security aspects.  

Effectively maintain connectivity for a large number of MTC Devices:

There is no issue description in SA1 and SA2. Therefore, SA3 should wait to begin work on this feature until SA1 and SA2 provide more work on this feature.
Given the above analysis, it appears that SA3 may want to prioritize MTC trigger and Small Data Transmission for its work in the in the Release 11 timeframe.  
2.3 Foreseen work besides top/high priority

Besides top/high priority, SA3 could start some security work on topics such as:

Secure connection

Group-based authentication

MTC Monitoring
Restrict USIM to specific MEs/MTC Devices
External interface security

Security of MTC devices/UEs Configuration
Potential solutions for SA2 defined solutions

Lower Power Consumption
Etc.

Most of the above features are not in the priority list. If we start a living document and study the above-listed non-priority features in the living document (and hence, outside of TR33.868), this may help further study of key features and make a good accumulation of work for further releases.  Moreover, there will be more time for SA3 to study security aspects in depth, and avoid waiting for SA2’s solutions for everything and produce no output for SA3 in this year. 
3 Proposal 
From the above analysis, we kindly give the following proposals:

Proposal 1 That SA3 should study the contents of the priority list for Release 11 from SA, SA1 and SA2, as well as the analysis given in the earlier part of this contribution, at the current SA3 meeting, i.e. SA3#63, in the Release 11 timeframe
Proposal 2 That SA3 creates and maintains a living document to study the security aspects of all the features besides those covered in TR33.868.
We kindly ask SA3 to discuss the above and endorse these proposals. 
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