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1. Introduction 
This contribution proposes enhancements of the description of the SDES based solution for conferencing. 
2. Proposal 1
We propose to change TR 33.829 as follows (changes marked with MS-Word revision marks). The existing clause 5.3.1 is to be renumbered if contribution S3-110411, which proposes a new clause 5.3.1, is accepted.
5.3.x
SDES based Solution

When participating in a conference, a user may use e2ae security. This is transparent for the conference server and for the other participants in a conference. The remainder of this clause relates to media security applied between a conference participant and a conference server.
The SDES based solution for e2e media plane security described in TS 33.328 [3] is applicable to the communication between a conference participant and the conference server, i.e. with the participant and the conference server as the two endpoints. 

According to the use cases described above, the establishment of the conference includes INVITE dialogues between participants and the conference server. By these dialogues, SDP is exchanged in the bodies of SIP messages that describe the media flows between the participants and the conference server. In the SDES based solution, crypto attributes as part of the SDP are used as described in [3] to exchange keys and other cryptographic parameters between the participants and the conference server.

With SDES, the sender of a media stream specifies the key used to protect this stream. This facilitates the usage of bilateral keys as well as of group keys. E.g., if the conference server distributes an identical media stream to multiple participants, the conference server may use a group key, meaning that encryption has to be performed only once and the same encrypted stream can be sent to these multiple participants. In this case, the conference server will specify the same crypto attribute in all dialogues used to set up this stream from the conference server to the participants.

For unicast media streams from participants to the conference server, usage of group keys does not allow for significant efficiency gain. In the SDES based solution, each participant specifies an arbitrary key for such a media stream, and the conference server uses these individual keys for the individual streams it receives from individual conference participants.
In this solution, conference server and participants rely on SIP signalling with respect to information about the identity of a communication peer, i.e. they rely on the P-Asserted-Identity. If the security policies comprise mutual authentication, participants and conference server must not suppress the delivery of the P-Asserted-Identity to the remote communication endpoint.
The SDES based solution for conferencing inherits the security prerequisites and properties of the SDES based solution for e2e media security. It requires trust in the conference server not to abuse the media. (For conferences where the conference server needs access to cleartext media, e.g. for mixing, this is an inherent requirement for all possible solutions.)
For this solution, integrity and confidentiality of SIP signalling are a prerequisite. This means at the same time, that traffic that is part of any event packages associated to a conference, like NOTIFY messages, is protected.

SDES applies only for SRTP/SRTCP. A conference solution may also comprise floor control using BFCP which is transported over TCP. In this solution, BFCP is secured using TLS confidentiality and integrity protection. 

Ciphersuites and session keys to protect BFCP are negotiated via the TLS handshake. The TLS record protocol secures the actual BFCP messages. Mutual authentication during the TLS handshake may be achieved via different means:

(1) Usage of self signed certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange.

This approach is specified in RFC 4582. "TCP/TLS/BFCP" is used as the protocol identifier in the m-line of the SDP, and the "a=fingerprint" attribute is used to provide the fingerprint of the self signed certificate.

(2) Usage of PSK TLS.

In this case, a PSK must be established between the two parties. Assuming that SIP signalling is integrity and confidentiality protected, and that any SIP proxies between the endpoints of the TLS connection to be established are trusted, a PSK may be selected by one peer and be transmitted within the SDP to the other peer. RFC 4566 specifies a "k=" line that may be used to transmit an encryption key, but does not recommend its usage, as – different from the scenario considered here – it does not assume sufficient SIP signalling security. Alternatively, the "key-mgmt" attribute specified in RFC 4567 may be enhanced for this purpose, or an additional attribute may be specified (like it was done e.g. in RFC 4568 (SDES) for transmitting a key to secure RTP based communication).

In this approach, the PSK will be protected during transport, but will be accessible by core network elements. It is assumed that this, like the SDES based solution in TS 33.328, satisfies the security needs of major user categories.
3. Proposal 2 

S3-110414 proposes a solution for securing session based messaging using TLS. In case the text proposed in S3-110414 becomes part of TR 33.mps, we propose to add the following paragraph to the end of clause 5.3.x as proposed in Proposal 1:
This solution for securing BFCP is very similar to a proposed solution for securing session based messaging. See clause 8.3.1.2 and 8.3.1.3 for a more detailed description and discussion of the solution. 
