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1. Introduction 
This contribution proposes a short discussion about security policies that may be related to a conference. 
2. Proposal
We propose to add to TR 33.mps a new clause 5.3.1 (and renumber the current subclauses of clause 5.3 accordingly):
5.3.1
General

Whether a conference to be created is secure, or more exactly, the security properties required for a conference, can be considered to be part of the conference policies. In the following, examples for security related policies are given:

(1) Only a specified set of users is allowed to the conference. This may be implemented in different ways. E.g., it could be a "dial-out-only" conference, where the conference focus invites the specified users. In this case, if the focus gets no information about the identity of the terminating side, the focus must cancel the INVITE, as CDIV (see clause 9) may have happened, and the call may have been diverted to a user not belonging to the set of allowed users. In CDIV cases where the focus is informed about the identity of the terminating side, the focus must cancel the INVITE, if the terminating id is not in the set of allowed users. If dial-in is allowed, the focus must reject all INVITES that do not reveal the identity of the originating side (focus should send 433 "Anonymity disallowed") or INVITES by users not specified as allowed users.

(2) Only secured media streams are used in the conference. When dialing out, the conference server offers secured media streams only, and when a user dials in, the conference server rejects any media streams that are not secured.

(3) Group keys are used for certain media streams, and are renewed in case of certain events, e.g. each time a user joins or leaves the conference. For renewal of group keys, the conference focus may re-invite the participants, or may ask them via a REFER request to send a re-invite to the focus.

Note that policy control for conferences is currently not specified, so proprietary methods may be used by which users or network operators specify such security policies for conferences.
