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Abstract of the contribution: This contribution provides the summary of the offline e-mail discussion happened among the interested parties on H(e)NB Authentication mechanism for "no-IPsec".
Discussion:
Email discussion on H(e)NB Authentication mechanism for "no-IPsec" was initiated on 17th Feb and terminated on 19th March.  The objective of the e-mail discussion is to try to agree CRs on this topic for the SA3#63 meeting.
Summary of the discussion and agreements reached are detailed below: 

1. Authentication mechanism for “no-IPsec” option

The e-mail discussion started with four possible alternatives on authentication mechanism for “no-IPsec” option 
· Alt 1: IKEv2 technical scheme and then refer to corresponding RFC 6023 or directly write the IKEv2 scheme not mention the RFC at all. 
· Alt 2: PANA scheme and then corresponding RFC 5191 
· Alt 3: Leave authentication mechanism for “no-IPsec” option out of scope
· Alt 4: other authentication scheme and corresponding reference maybe IETF or maybe others. 
· Many participants preferred Alt 3 as the way forward. So Alt 3 was decided as the way forward.

2. “No-IPsec” mode configuration
In order to avoid any ambiguity in H(e)NB knowing what mode to use, it was decided to specify the configuration mechanism in the specification. Alternatives proposed are:

· A. Pre-configured: Can be done at factory or by the Operator (during installation or at customer care point of the operator)

· B. Configuration by HMS: 

· B1. H(e)NB shall use IPsec for initial configuration (by default). After initial configuration, based on the configured option, specific mode to be used.

· B2. Trial and error method: Initial configuration starts with default option (i.e IPsec), if the network rejects, then H(e)NB tries Non-IPsec mechanism    

· C. Out-of-Scope of this specification: Proprietary Implementation

In order to avoid any bidding down attack, it was decided to specify that the H(e)NB will switch to non-IPsec mode based on a (local) configuration option only, i.e. no dynamic negotiation of the feature. 

· Some participants mailed there preference as Alt B1. As no further comment on Alt B1 was received from others, Alt B1 was decided as the way forward. 

· Also it was agreed to keep "IPsec" as the default factory configuration.

 
3. Implementation of "Configuration Parameter"

During the discussion, concern raised whether to have the configurability of IPsec/no-IPsec as optional or mandatory feature

· Some participants preferred to have the configurability of IPsec/no-IPsec as optional feature. Concern was raised by CMCC on this way forward. CRs submitted for SA3#63 proposes to have the configurability of IPsec/no-IPsec as optional feature, as some participants supported it.  
4. Discussion on "other specs affected"
RAN2 and RAN3 specifications TS 36.300 and TS 25.467 respectively are identified as affected specification for Rel-10. And OAM specifications, TS 32.583 and TS 32.593 are identified as affected specification for Rel-9 and Rel-10.  

Draft CR for Rel-9 was prepared and distributed to realize the changes in the specification and also to reach agreements. Based on the agreements reached, draft CR was updated during the discussion. Mirror CRs for Rel-10 and Rel-11 were also prepared and distributed for review and discussion.  

Proposal

Companion CRs S3-110385(Rel-9), S3-110386(Rel-10) and S3-110387(Rel-11) propose changes to TS 33.320 based on the preferred alternatives and agreements reached in the e-mail discussion. Request SA3 to discuss and agree the companion CRs.
