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Discussion
1. Introduction
Section 5.4.1 of TR 33.868 v0.2.0 Security Aspects of Machine-Type Communications describes the security issues regarding small data transmission. In particular, it considers the issue “when the MTC Device is detached and no security context between the MTC Device and the core network is available”.

2. Discussion
When the UE is offline and there is no security context, transmission of small data is protected. Therefore, the data suffers from the threats of eavesdropping or interception. Although the small data could be transferred though the control plane, it would not be protected as there is no security context in control plane either. As a result, it is necessary to provide alternative solutions for protection of small data when transmitted. Under this scenario, the first solution is to use the existing security mechanism to generate a secure context and use it to provide protection. However, using existing security mechanisms will incur high level of cost in terms of the amount of the additional information that needs to be exchanged to set up secure context, relative to the small amount of actual data that needs to be transmitted, causing efficiency issues. Another solution is to provide an application layer security mechanism for the small data. This allows the network to have to perform only access control of the MTC device.
3. Proposal

The following pCR is for TR 33.868 v0.2.0, Security Aspects of Machine-Type Communications.
===============Begin of Change==============
5.4
Key Issue 4 – Security of Small Data Transmission

5.4.1
Issue Details

The MTC feature Small Data Transmissions requirements are defined in TR 22.368, section 7.2.5:  

· The system shall support transmissions of small amounts of data with minimal network impact (e.g. signaling overhead, network resources, delay for reallocation).

· Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

· The definition of a small amount of data shall be configurable per subscription or by network operator policy

This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available. 
Editor’s Note: Further inputs are needed from SA2 on this issue 
When the MTC Device is in detach state and there is no security context, transmission of small data is not under protection, so that the data suffers from eavesdropping or interception. Use of the control plane to transmit the small data cannot be a solution, since there is still no security context for the control plane. 
5.4.2    Threats
If a MTC Device is detached without security context, small data transmissions are unprotected. Small data transmission will then be subject to attacks such as eavesdropping, interception and tampering.

6.3.3
Security Solutions
One solution to provide protection of small data transmission is to establish new security contexts on the basis of the existing security mechanisms and then use the established security contexts to protect the small data transmission, but such a solution may not be efficient due to the expected large overhead of security context establishment relative to the small amount of actual data.
Another solution is to provide protection to small data at the application layer with access control provided at the network layer. 
================End of Change===============

