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1
Introduction
This contribution fills in Clause 8, Solutions for OpenID – 3GPP interworking, in the Study on “Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”. 

2
pCR

************* Start of Change 1 **********************

8.X
<Solution Y>

************* End of Change 1 **********************
8.X.1
Rationale for solution 
This Clause describes a new SSO solution in support of the Use Case described in the Clause 4.5 of the SA1 TR 22.895. In particular this solution focuses on the SSO deployment option without GBA. 

8.X.2
Solution description: Accessing a Third Party Web Service using OpenID
A user, who has a subscription with a mobile network operator, accesses a Web service which supports the OpenID-based authorization, for example an online photo service. The user’s network operator is also an OpenID identity provider. Upon making a request, which contains the user’s OpenID identifier to the online photo service, the user gains an authenticated access to the photo service for viewing access-protected media content without being explicitly involved in the authentication procedure. The mobile operator is able to affirm the user’s identity to the online service in the environment where GBA is not supported. 

8.X.2.1 Pre-conditions

- A user has a subscription with the mobile network operator

- The user’s network operator is also an OpenID identity provider

- The user has established an OpenID identifier with the network operator

- The online photo service is a Web service that supports OpenID authorization

- The online photo service trusts the user’s network operator for the user authentication 

8.X.2.2 Service flow

The following entities are involved in the authentication procedure:

- SIM application  is an application residing in the UICC capable of computing the AuthN response using the AuthN challenge from the OP Web and providing the Web Client residing on the UE with the  computed challenge response. 

- User with the user equipment (UE), which is capable of running a Web client and communicating with the SIM application l 
- Application Web server — an entity providing an online photo service. It plays the role of a Relying Party 

- OpenID identity providing service (OP), which is controlled by the operator

- Operator’s HSS

The basic service flow is depicted by Figure 1 and described below.


[image: image1]
Figure 1- Basic service flow 

1. User using a Web client requests service from the Relying Party -online photo service. The request includes the user’s OpenID identifier

2. Relying Party discovers based on the user-provided OpenID identifier the URL of the OP and then redirects the user’s Web client to that address for authentication in step 3.

3. User’s Web client is redirected to OP for authentication

4. OP based on the user-provided OpenID identifier looks up the user IMSI or IMPI and then requests and receives the authentication vector from HSS

5. OP initiates AKA authentication - sends authentication challenge to the UE using the HTTP Digest AKA method [xx1] or [xx2].

6. UE’s appropriate SIM application calculates a response, which is sent to OP using HTTP Digest AKA method

7. Based on the response OP authenticates the UE and sends the result by redirecting the user’s Web client back to the Relying Party. The result is signed according to OpenID specification [xx3]
8.  Uesr’s Web client is redirected to the Relying Party with signed according to [xx3] authentication result. 

After this step the Relying Party verifies the signature as specified in [xx3] and checks the authentication result. If the authentication is successful the Relying Party allows the user’s Web client to access the service (viewing the protected photographs).

8.X.2.3 Additional requirements for the entities participating in the authentication

UE must be capable of:

- Authenticating with the use of the HTTP Digest AKA method

- Communicating with the appropriate SIM application 

The application Web server (Relying Party) must be able to support OpenID specification [xx3] 
OP must be able to:

- Perform the HTTP Digest AKA authentication

- Correlate the user OpenID identifier with the appropriate identifier (such as IMSI or IMPI)

- Serve as an OpenID identity provider
8.X.3
Evaluation against findings in SA1 study
SA1 Study makes provisions for the open deployment of operator’s provided SSO services. Such services have to be supported either with or without GBA being fully deployed.  The solution described in this Clause proposes an SSO Solution based on AKA credentials and without the need for GBA being either fully deployed or supported.

************* Start of Change 2 **********************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[xx1]
IETF RFC 4169 (2005), Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2 http://www.ietf.org/rfc/rfc4169.txt?number=4169
[xx2] 
IETF RFC 3310 (2002), Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) http://www.rfc-editor.org/rfc/rfc3310.txt 
[xx3] 
OpenID Foundation "OpenID Authentication 2.0", http://openid.net/specs/openid-authentication-2_0.html.

It is preferred that the reference to 21.905 be the first in the list.
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