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1. Introduction
This document contains information about the TSG SA #51 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #51 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_51/Docs/
The draft SA #50 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_51/Report/
The SA3 status report to SA #51 (SP-110014) is attached. 

2. SA #51 Outcome on SA3 Submissions
All our CRs were approved without modifications. 
Our Feasibility Study on Relay Node Security was approved in SP-110026.
Our proposed update to the SA3 terms of reference were approved without modifications in SP-110153.

Our proposed WID on “H(e)NB security features for UE mobility scenarios”  was approved without modifications in SP-110025. 
Our proposed WID on “Security aspects of Public Warning System” was approved with some modifications. SA1 was added as secondary responsible for the WI. The WI schedule was updated to indicate that the changes to TS 23.041 are to be approved by CT #54, and the changes to TS 36.331 are to be approved by RAN #54. Some editorial corrections were also made. The WID was approved in SP-110223.

There was a general discussion on support of shared networks, for more information of the outcome of that discussion, see below. For PWS security, we were asked to take network sharing into account when we progress the work.

There was also a request from CT to progress the pre-stage 3 work as fast as possible, to allow enough time for stage 3 groups to complete the work according to the schedule in the WID. An LS from CT1 on this issue can be found in SP-110008 (and we will also receive it at SA3 #63). We should take this into account, and progress the work in a timely manner, to allow enough time for stage 3 work.

We also got an action poiny to update the PWS security WID with clear responsibilities for the rapporteurs.

3. SA #51 Outcome on SA3-LI Submissions

All our CRs were approved. There was some discussion about the category for the CRs to TS 33.107 on “IMS Conf LI 33.107”. It was agreed that the Rel-10 CR (CR number 0109) should be category F instead of category A. MCC will change the category when the CR is implemented and included into the CR database. The approved LI CRs are found in SP-110021, SP-110022 and SP-110023.

The WI Exception Request for LI work in Rel-10 was approved (SP-110027).
4. Relay Node Security

Our CRs on relay node security were approved in SP-110015, and as mentioned above, our feasibility study on Relay Node Security was approved in SP-110026. The corresponding stage 3 work was approved in CP-110235.

SA #51 agreed that relay nodes are included in Rel-10. 
We were thanked by the SA chairman for completing the work on relay node security.
5. Machine Type Communication 
SA #51 agreed on a prioritization of SIMTC work (Rel-11), based on input from SA1 and SA2. SA #51 sent an LS in SP-1100218 to inform working groups on the agreed prioritization. The work will be organized in building blocks. We should focus the work on the 3 building blocks listed in the LS, and the Secure Connection MTC Feature.
As a consequence, the working groups are asked to update the SIMTC WID according to the agreed prioritization. 

SA1 submitted a CR on “Additional security for MTC Triggering requirements”. The CR was approved in SP-110167.

CT #51 sent an LS on Non-Access Stratum (NAS) configuration parameters for NIMTC (SP-110194).

A discussion document was provided to SA #51 in SP-110190. CT asked SA which set of parameters should take precedence in case parameters are stored in the ME and in the (U)SIM. SA #51 agreed

that the parameters stored in the USIM shall take precedence. An LS informing about this decision

can be found in SP-110220. 
SA5 submitted a new WID proposal on “Charging for Network Improvements for Machine-Type Communication”. The new WID was approved in SP-110136. The security aspects section states: “Covered by the parent Feature”. The corresponding work was completed at SA #51, the corresponding CRs were agreed in SP-110105.

ETSI TC SCP has sent an LS to 3GPP, informing about a new work item in SCP. It aims to “identify and analyse a representative set of use cases that will provide the key requirements for the development of a trusted framework for the management of an Embedded UICC (eUICC)”. The LS can be found in SP-110154. Related to this work in SCP, a new WID proposal was submitted to SA on “Remote subscription management”. SA discussed the proposed WID and during the week the proposal was updated and changed to a study item proposal. The proposal was not approved at

SA #51, it was instead forwarded to SA1 for further refinement. The current baseline for the study item is found in SP-110219. In this current baseline, SA3 is proposed to have secondary responsibility for the study item. SA1 and CT6 were further asked to provide a reply to the SCP LS.
6. LS on excessive updates of NAS security context

The LS in SP-110155 on excessive updates of NAS security context (which we will also receive to SA3 #63) was discussed shortly. We were asked to handle this issue, together with the other affected WGs.
7. Response liaison statement to 3GPP TSG SA on OpenID interworking with AKA
A Response liaison statement on “OpenID interworking with AKA” had been sent from ITU-T SG13 to SA. The LS is found in SP-110005. The LS was noted at SA #51, and forwarded to us.
8. MDT
MDT was discussed at SA, triggered by the SA5 CR on “Adding user consent handling in MDT activation” (in CR pack SP-110102). Discussion papers on this were submitted to SA in SP-110187 and SP-110195. The SA5 CR was modified to specify the user consent handling in MDT activation for the signaling based MDT only. The modified CR was approved in SP-110186.
We should continue working on area based management in Rel-10 time frame. An LS was sent in SP-110230, asking us to:

· “Reconfirm the privacy and security aspects on the user involvement for the MDT activation. There are different views on whether conditions exist that provide sufficient anonymisation to address privacy concerns. Some companies believe that the exemption of user consent in such case would enhance the benefit of MDT. Due to the late status of Rel 10 interested parties are invited to work offline prior to SA3#63.” 

Another CR from SA5 (CR 0029 to TS 32.421) on “Add requirements for security and privacy of UE-based Network Performance Measurements / MDT as required by SA3 (Security)” was approved in SP-110102.
9. TRs/TSs and Approved WIDs with Security Aspects

SA1 submitted a new WID proposal on “Support for 3GPP Voice Interworking with Enterprise IP-PBX”. The new WID was approved in SP-110176. The security aspects section states: “To be considered”.
SA2 submitted a new WID proposal on “LOcation-Based Selection of gaTEways foR WLAN”. The new WID was approved in SP-110083. The security aspects section states that “Any necessary security analysis will be undertaken by SA3”.
SA2 submitted a new WID proposal on “Data identification in ANDSF”. The new WID was approved in SP-110084. The security aspects section states: “Current security architecture applies to this work as well”.

SA2 submitted a new WID proposal on “Study on S2a Mobility based On GTP & WLAN access to EPC”. The new WID was approved in SP-110221. The security aspects section states that “Any necessary security analysis will be undertaken by SA3”.
SA2 submitted a new WID proposal on “Roaming Architecture for Voice over IMS with Local Breakout”. The new WID was approved in SP-110087. The security aspects section states: “To be determined by SA3”.
SA2 submitted a new WID proposal on “Operator Policies for IP Interface selection”. The new WID was approved in SP-110222. The security aspects section states that “Security aspects are also to be considered for the functionalities listed in the Objective section of the WID”.
SA5 submitted a new WID proposal on “Charging for Policy Enhancements for Sponsored Connectivity and Coherent Access to Policy related Data Bases”. The new WID was approved in SP-110126. The security aspects section states: “Covered by the Rel-10 Feature-Level work item PEST (Policy Enhancements for Sponsored Connectivity and Coherent Access to Policy related Databases) UID_500006”.
SA5 submitted a revised WID proposal on “Local IP Access and Selected IP Traffic Offload”. SA5 has added the SA5 specifications that are impacted by the work. The revised WID was approved in SP-110131. The security aspects section remains the same: 
· “Lawful Interception architecture is to be considered for the functionalities listed in the Objective section of the WID.
· Security aspects are also to be considered for the functionalities listed in the Objective section of the WID”.
The SA2 chairman indicated that SA2 has quite a substantial number of WIs for Rel-11, and that they might not be able to finish all the work in Rel-11 time frame. 
10. Network sharing

An input contribution on network sharing was submitted to SA #51 in SP-110152. Based on the discussion, SA wants to remind the working groups that as all features should be designed to work in network sharing environments. If network sharing cannot be supported for a certain feature, then the deviation should be documented in the relevant specifications. An LS was sent to inform the WGs about the this. The LS is found in SP-110234.

11. Other Issues of Interest
SA1 submitted CRs on “Hosting Party Identity Module”. They were approved in SP-110161.
SA2 submitted CRs to TS 23.401 on “Correction to authentication vectors forwarding between MME and SGSN”. The CRs were approved in SP-110060.
SA4 submitted a CR on transport security when delivering PSS services over HTTP. That CR was based on our input in the LS we sent to SA4 in S3-110202. The SA4 CR was agreed in SP-110039.

An new new 3GPP – BBF workshop is being planned. The suggested dates are 10-11 November 2011. The proposed agenda can be found in the LS sent from SA to BBF in SP-110231.
TSG RAN and TSG CT hosted a joint workshop with DVB project on commonalities between DVB-NGH and eMBMS. 3GPP might start up a study on this in SA1. An LS was sent to DVB project in SP-110232.
The CT report in SP-110191 informs that CT has moved UDC to Rel-11, and requests SA to consider alignment. 
The GERAN report in SP-110183 provides the following information on SACCH security:
“SACCH Security Issues (Raised at GERAN#47)

Legacy MSs

· Proposal to alternate between different neighbour cell description formats
- Allows two different implementations in Rel-10
- CR to TS 44.018 postponed

- CR to TS 44.018 approved

- Randomization of fill bits in SI6 Rest Octets

New MSs

GERAN2 View:

- Downlink: under consideration:

- Either partial ciphering on SACCH with double decoding; or

- SMS on FACCH with no ciphering on SACCH: feasibility FFS

- Uplink

- No agreement something is needed”
12. Rules for WIDs  
SA has discussed the rules for drafting work items. The following conclusions have been made, as summarized by the SA chairman:

“
1. It is important to preserve the rm version of a WID/SID for both new and updated WIDs/SIDs.

- For new WIDs/SIDs, the rm version shows how the WID/SID changed from what the WG sent to the TSG Plenary.  This is important for the WG to know, since what the plenary sends back to them to work on, may not be what they expected.  For cases where the WID doesn't come from the WG (such as in RAN) or where there are no changes, then this doesn't apply.

  - For updated WIDs/SIDs, the rm version shows how the WID/SID has changed from the previously approved version.  This is important at the plenary level to be able to track what has changed in the work item.

2. The preferred way to handle this is to have the TSG approve the clean version of the new or updated WID/SID.  The rm version is also included in the finally approved zip file.  If there is any discrepancy between the rm and clean version, then the clean version takes precedence.”
This means that when we revise a work item in SA3, we should provide both a clean version of the updated WID and the version with revision marks, showing the changes from the previously approved version.
