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Abstract of the contribution: This contribution proposes a new work item on security aspects of PWS.
At SA3#61,  an LS was received from SA1 (S1-102385 / S3-101213) asking SA3 to review the security requirements for Public Warning System (PWS), and study solutions if the current 3GPP specifications do not sufficiently address the requirements.
The security requirements listed in TS 22.268 are as follows:

“PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

The integrity of the Warning Notification shall be protected. 

The PWS will protect against false Warning Notification messages.

The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Note:
These requirements are subject to regulatory policies.”
These requirements are applicable to PWS and its subsystems: Earthquake and Tsunami Warning System (ETWS), Commercial Mobile Alert System (CMAS) and EU-Alert.

The current 3GPP specifications define the following:
· The possibility to append a timestamp (7 bytes) and digital signature (43 bytes
) to primary notification messages in ETWS was introduced in Rel-8 for UTRAN (see TS 23.041) and E-UTRAN (see TS 23.401 and TS 36.331). These parameters are defined as optional to use “according to regulatory requirements”.
· In ETWS it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed. 

· For CMAS (introduced in Rel-9) there is no possibility to append any security information to warning messages in the current UTRAN and E-UTRAN specifications.

· EU-Alert is introduced in Rel-11 and the specification work is not yet complete.

Vodafone believes that the requirements in TS 22.268 are broadly valid and that the following issues exist due to the current partial specification of a security solution for PWS:
· Lack of standardisation on the digital signature algorithm could prevent the implementation of solutions, and at best could lead to fragmentation of solutions as each nation or region could decide to use a different algorithm.

· Lack of standardisation could also result in inconsistent terminal behaviour which could cause some terminals to alert the user to emergency warning messages that are not protected with a digital signature despite the wishes of the local operator and local regulator.

Since the work required to profile digital signature algorithms and to define a key management scheme is likely to be non trivial, Vodafone believes that a new 3GPP work item is needed. A draft version of such a work item is provided in a companion contribution. 
� 	43 bytes was selected due to the requirement to send the primary notification in ETWS within a very short period of time and based on guidance in an LS from SA3 in S3-080219 which stated that the signature length could be as low as 41 bytes (2 x 160 bit hashes + 1 octet key length identifier) if it is based on DSA as defined in RFC2536.





