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1 Introduction

In the last SA3 meeting, S3-101332 pointed out that IETF is reluctant to modify IKEv2 (and will not endorse any modification to IKEv2), so RFC 6023 was not accepted as “Standards Track” RFC and was published as an “independent submission”. S3-101332 proposed not to refer the RFC 6023 and to use the existing “Standards Track” RFC 5191 Protocol for Carrying Authentication for Network Access (PANA). 
In this meeting, we propose CRs against TS 33.320 to resolve the editor’s note and to have the solution for the optional usage of IPsec tunnel between H(e)NB and the SeGW.

2 Discussion

PANA protocol is specifically designed for network access authentication and it can be used over secure L1 or L2 transport as well. This option provides exact solution to the "no IPsec tunnel" requirement, without requiring designing new protocols or re-purposing existing ones. The PANA protocol as specified in RFC 5191, is used for the H(e)NB Device and optional Hosting Party authentications using EAP-TLS and EAP-AKA respectively. PANA is used only for the authentication and the optional IPsec tunnel between the H(e)NB and the SeGW is not established.  The PANA Client (PaC) resides on H(e)NB, PANA Authentication Agent (PAA), Enforcement Point (EP) and Authentication Server (AS) resides on SeGW as shown in the figure below.     
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Figure 1: System Architecture of H(e)NB
PANA requires an IP address prior to initiation, this it is not an issue in H(e)NB scenario, as H(e)NB obtains the local IP address from the ISP prior to communication with the 3GPP core network starts. PANA supports multiple EAP sessions, so device and Hosting Party authentication are done using multiple PANA sessions. The H(e)NB initiates the device authentication, after successful device authentication and if Hosting Party authentication is required, then the H(e)NB initiates the Hosting Party authentication. Since SeGW checks for EAP-Success payload for both device and hosting party authentication, will ensure both authentication are successful. 
3 Conclusions

Use of PANA for H(e)NB authentication is straight forward, if operator policy is not to use IPSec for securing the link between H(e)NB and the SeGW. Companion CRs S3-110138 (Rel-9), S3-110139 (Rel-10) and S3-110140 (Rel-11) proposes PANA for H(e)NB. We request SA3 to adopt PANA from Rel9 onwards, for H(e)NB device and hosting party authentications when operator chooses not to use IPsec.  
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5 Further information on PANA

PANA protocol has been adopted by different SDOs and also open source of the protocol is available. The details are:

· There is an open source PANA implementation available: http://cpana.sourceforge.net/  

· PANA is adopted by the Zigbee Alliance for Smart Energy Profile, and also by ETSI ES 282 004.

· PANA is adopted by the Japanese government for their local smart grid architecture.

· PANA is under consideration by ETSI M2M, ATIS, and BBF.
· FAQ on PANA is available in the location http://www.panasec.org/docs/PANA-FAQ.txt
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