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8.1
Abstract of the contribution
This pCR shows that platform security affects only the equipment that causes the perceived increased threat level, namely the collapsed RNC/NB, while UKH enhancements affect many other entities, including MEs, core network nodes, and possibly classical RNCs. 
Start of the pCR
7
Evaluation of proposed solutions

7.1 Evaluation under the assumption of platform security in collapsed RNC/NBs

7.1.y Target orientation

The movitation for studying enhancements to the 3G security architecture is the increased threat level of collapsed RNC/NBs. Therefore, a higher degree of platform security is required for collapsed RNC/NBs than for classical RNCs assumed to reside in protected locations. 

Platform security is a measure that affects only the entity that motivates the study of 3G security enhancements, while UTRAN key hierarchy enhancements can only be effective when they are supported at least by MEs and core network nodes (SGSNs and MSC/VLRs respectively), possibly also collapsed RNC/NBs and classical RNCs (depending on the proposed solution).

It is quite possible that UKH enhancements would have to be mandated for MEs from a certain release on as otherwise a reasonable penetration may be impossible to achieve even in the long run. This would then mean that the associated cost of UKH enhancements would have to be borne by operators and subscribers irrespective of whether they would ever make use of collapsed RNC/NBs. 
Conclusion: Platform security is targeted precisely to the entity that motivates the study of 3G security enhancements, which is not true for UTRAN key hierarchy enhancements. This may incur costs even for those who never benefit from collapsed RNC/NBs.

NOTE: It cannot be inferred from this conclusion that UTRAN key hierarchy enhancements should not be introduced, but it demonstrates some limitations of their benefits that have to be taken into account in the overall evaluation. 
End of the pCR

