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Abstract

SA3#61 approved the contribution S3-101351 on “Operator SPIT/UC interworking and source identification”. The draft official meeting report states: “It was agreed to have a two-step approach, approving the proposal in 4, removing the wording on the first bullet from "in conjunction" onwards.” This pCR implements this agreement in the TR on SPUCI. 
Start of Changes                                                      

7.1.2 Operator SPIT/UC Interworking and Source Identification

7.1.2.1 Introduction

Reliable identification of the originating user/domain has been identified as a prerequisite of successful technical SPIT/UC prevention. While identification of the originating user/domain in itself would not be sufficient for SPIT/UC prevention, it is rather the basis for other methods: Because of address forging technical SPIT/UC prevention measures relying on source identities like black-listing of SPIT/UC sources or the evaluation of a SPIT/UC score in the terminating domain may be significantly impaired. This problem has already been discussed in TR 33.937.

None of the already existing identification mechanisms like 

· Open Proxy Handshake

· P-Asserted Identity

· SIP Identity

· Trusted Interconnect with IPSec/TLS, potentially combined with P-Asserted Identity

· Combination of SPIT/UC score transmission (see draft-wing-sipping-spam-score-02) with identification of originating user/domain
provides by itself a satisfying solution of the problem, that is to say ‘a reliable identification of the originating user/domain’ for IMS as well as for non-IMS networks. The reasons are that

· they are not ubiquitously available;

· they rely potentially on chained trust like ‘Trusted Interconnect with IPSec/TLS’, but trust is in general not transitive without additional agreements;

· SIP signaling enhancements like RFC 4474 (SIP Identity) or the draft-wing-sipping-spam-score-02 suffer from the fact that the required signaling elements may either be changed or even blocked by Back-to-Back User Agents, thus preventing the requested functionality.

In summary, it can be stated that today and even in the mid-term no widespread solution exists that generally solves the ‘identification of the originating user/domain’ problem for the purposes of 3GPP SPIT/UC prevention. To get out of this deadlock, a two-step approach is proposed:

1. Use of P-Asserted Identity as an agreed identity assertion mechanism for interworking between VoIP operators mutually trusting each other

2. Definition of a new optional SIP signaling element allowing VoIP operators to reliably convey rich information related to SPIT/UC as a long-term solution

7.1.2.2 Interworking between mutually trusting VoIP operators

The interworking on a trust basis is achieved between VoIP operators that are associated by mutual contractual agreements and therefore have a certain degree of trust in each other. This is comparable to the ‘circles of trust’, discussed by Rosenberg and Jennings in RFC 5039. It is expected that IMS-based VoIP operators will usually interwork on a trust basis but the interworking is not restricted to IMS networks. Every VoIP operator supporting ‘P-Asserted Identity’ as the agreed identity assertion mechanism and willing to bind themselves by contractual agreements is able to participate in the interworking of mutually trusting VoIP operators. Every domain of a trusted VoIP operator can as well be connected to other VoIP domains not supporting ‘P-Asserted Identity’, but these domains are per default assumed to have a lower trust level. Therefore, with respect to PUCI mechanisms, the world of VoIP domains is split into two parts: either supporting ‘P-Asserted Identity’ or not supporting ‘P-Asserted Identity’.
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P-Asserted Identity is selected as identity assertion mechanism to reliably evaluate the identity of users, because the P-Asserted Identity SIP header has already been standardized as a private extension to SIP (RFC 3325). It enables a network of trusted SIP servers to assert the identity of authenticated users. The trust in P-Asserted Identity is based on the fact that it is added by the network (trusted SIP servers) and not by a potentially malicious user. An additional advantage of using P-Asserted identity in a first step is that it does not put too much burden on networks that are usually well controlled and that are not expected to be the primary source of SPIT/UC trouble.

Although originally proposed to the IETF by 3GPP, P-Asserted Identity seems to have spread beyond IMS networks, but is not ubiquitously available. Even if ubiquitously available, it would not generally solve the problem of reliable identification because P-Asserted Identity is not signed by the originating SIP server. Leaving P-Asserted Identity unsigned, requires additionally that the mutually trusting VoIP operators are interconnected by means of a trusted interconnection network, e.g. according to the Za inter-domain interface as specified in TS 33.210. Za represents the interface between the Security Gateways (SEG) of two different security domains (denoted as security domain A and B in the example below). Za is an inter-operator interface between two operators A and B, connected via a potentially unsecure intermediate network.
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According to TS 33.210 the provisioning of a Za interface applies only to signaling traffic. Integrity and confidentiality is ensured by an IPSec tunnel between the two security domains. The required IPSec ESP tunnel functionality is

· integrity, authentication and anti-replay protection (mandatory)

· confidentiality by encryption (optional)

But this means on the other side: If a P-Asserted Identity header is received from a non-trusted domain, this header has to be cut and with that the level of trust in the originating identity is per default reduced. This implies that trusted VoIP domains may not be connected via untrusted intermediary domains.

Between mutually trusting VoIP operators P-Asserted Identity enables an effective SPIT/UC prevention in the terminating network, in conjunction with others methods such as Supplementary Services, because the originating user is reliably identified. Thus SPIT/UC prevention methods like black-listing or the evaluation of a SPIT/UC score according to the policy of the terminating operator will get effective without the need to exchange SPIT/UC scores between the domains of trusted VoIP operators.

The usage of P-Asserted Identity alone already allows a SPIT/UC related differentiation between trusted and other VoIP domains. All users of other VoIP domains are per default set to a reduced trust level. This allows reactions in the terminating network like blocking of calls, redirecting to a SPIT/UC voice mailbox in conditional call forwarding or indicating of reduced trust level.

End of Changes                                                      
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