3GPP TSG-SA3 (Security)
S3-110101
SA3#62, 24-28. January 2011, 

Source:
China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE, 
Title:

clarification on the concerns of solution 7
Release:

10
Agenda Item:
          
7.7.3 
Document for:

Discussion
1. Introduction
This paper is intended to clarify some concerns proposed last meeting for the solution 7. 
2. Discussion
Based on the discussion in the last meeting, the following parts may not be clear. Then the clarifications are discussed as following:
1) Secure channel establishment. In solution 7, it was described that “Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484 [12]”. It still needs to describe when to establish secure channel between RN and UICC. The startup procedure includes two phases. These two phases need different security requirements. Secure channel shall be established before phase 2 starts. Furthermore, secure channel establishment should make sure before phase 1 or not. 
It is hard to make UICC to distinguish whether RN acts as a UE in phase 1 or not. If the secure channel establishment is after phase 1, illegal RN may want to start phase 2 but cheat UICC as phase 1. As a result, UICC will send session keys to RN without protection. So secure channel should be established before phase 1. Furthermore, it has no influence for phase 1 procedure when secure channel has been established before RN’s start up. So secure channel shall be established prior to RN’s initial attachment procedure.
2) OTA message protection. In solution 7, OTA message can be protected by using manually pre-installed keys. UICC and OTA server will share a pre-installed key or certificate. At the same time, RN will also share a pre-installed key or certificate. Furthermore, algorithms can be pre-defined. So OTA message can be protected after such manual installation.
3) Provisioning. PSK can pre-configure and secure channel can be established beforehand. OTA can be used to the PSK update. As for the certificate, we will not use it cause of the complexity. 
4) Using IPsec or not for UE signalling integrity protection. Using IPsec for UE signalling integrity protection can divide protection for RN’s DRB into two parts separately: one for UE’s S1/X2 AP integrity protection and the other for UE’s user plane data protection. Separate mechanism to protect the user plane and control plane has a large benefit: 
1. Since the UE’s user plane integrity protection implementation is optional and use is optional too, then R10 may not deploy this feature, then combined those schemes together will impact the initial deployment, the initial deployment should be simple and easy for some operators. 
2. If PDCP protection for UE’s control plane is used instead of IPsec, then some issues brought like: when PDCP integrity protection is not used for User plane, it shall be still need to negotiate PDCP integrity protection for UE’s CP. As a result, the SMC shall cover three different kinds of security mode commands: normal AS; normal AS+ UE control plane protection in Un; normal AS+control plane integrity + user plane integrity. It is too complex for DeNB and RN differentiation. 
3. As eNB has implemented IPsec for backhaul security, it is no need to implement "additional" IPsec protocol for DeNB when IPsec is used in Un interface. Although IPsec will introduce more than 20 bytes than 4-5 bytes if enhanced PDCP protection is used, IPsec for control plane is acceptable, because IPsec protection is only used for signalling and signalling message is largely few compared to user plane message. 

3. Proposal
We propose to take these discussions for solution 7 into consideration and check the sister document pCR S3-110100 for the TR 33.8de.
