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* * * * First Change * * * *

16
Security solution for Relay Node protection
16.1
General

In this solution, AKA is performed for mutual authentication between Relay Node and core network, and generate keys for AS communication and IP communication. IPsec is used to protect the S1 and X2 control plane signalling. The user plane traffic will be protected by the AS level security. We use IKE and AKA key will be used as the pre-shared key to the IKE, because it can provide more dynamic configuration and negotiation on the security parameters.
Solution 7 actually includes secure channel (PSK) + IPsec tunnel (PSK). 
16.2
Security Procedures
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Figure 16.2-1: AKA for IKE
The EPS AKA procedure is performed to authenticate the UICC in the Relay Node and core network. 
1.
When RN connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS. At the same time, RN provide “I’m an RN” indicator to DeNB.
2.
RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3.
NAS SMC negotiation is complete between RN and core network at first. Then a special AS SMC negotiation should be performed between RN and DeNB. As DeNB received “RN” indicator in step 1, it can derive a special key Kup_int for user data integrity protection based on KeNB and send a special security mode command with additional algorithm selected for UE’s UP integrity. RN derives this Kup-int as well and apply selected algorithm on UE’s UP integrity protection. As a result, PDCP bearer will be generated and protected

4.
A special KIKE will be generated from KeNB in RN and RN’s DeNB simultaneously.

5.
The key KIKE can be used for IKE authentication pre-share key instead of certificate. 
6.
A standard IKE negotiation procedure with pre-share key can be performed. IPsec tunnel will be generated by IKE and protection will be activated. What is more, IPsec can be updated by using standard IKE procedure.
After that, AS security communication and IPsec communication are all set up. Then AS security can be used to protect user plane data and IPsec can be used to protect control plane data between RN and DeNB.
16.3
UICC Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.
Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484 [12]. The secure channel shall be established before RN initially attaches to the network. The mechanism can be applied as below.

1. A pre-shared key can be pre-installed into RN.  
16.4
Pre-shared Key Enrolment procedures for RNs for backhaul link security

Before the RN and UICC are deployed, a pre-shared key will be generated and installed in RN and UICC manually. 

If re-key of the PSK is necessary, OTA mechanism can fulfill the update as below.  

· The update can be performed as following: Firstly OTA server triggers the key generation center to generate the updated PSK. Secondly, this key is transferred to OTA server which is also inner operator’s domain. Thirdly, OTA server can initiate the key transfer to the RN and UICC. Fourth, RN/UICC confirms the update. This mostly happens at the application layer. It can be executed in this 3GPP scope. Note: this update does not happen frequently, it is only performed when necessary. 


[image: image2]
· As for the protection on the OTA messages,  at the very beginning, a shared pre-configured key or certificate can be installed between UICC and OTA server as well as the same requirement between RN and OTA server. A pre-defined algorithm was selected and implemented in all related devices. After that, the key can be transferred from OTA server to UICC and/or RN securely and OTA transmissions can be protected. E2e security protection based on the pre-configued PSK or equipment certificate can be applied. 

The relevant standard here can check OTA standard 3GPP TS 31.116 [9] which have defined all the commands and modules. It uses the same commands and modules to the terminal in this solution. 

And the procedures above can be based on the platform validation or integrity check which has certificate to make sure this device security. But platform validation is independent procedure and shall be applied into every solution. So here it is not described. 
* * * * End of Change * * * *































�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





[image: image3.png]Relay Node

6 Protection
2 for Signaling
Face 1: Transfer
K,
eNBKyp 5.IKE
4
3.PDCP
Face 2. 4 Protection
UE

1'KAS+ME 2 Kens
uicC

RN’s MME

1 'KASME
(fipm HSS)

2. Kens




[image: image4.png]UICC/RN

3. Push key to UICC/RN (E2E

security protection by the pre-
configured PSK and dedicated e —

algorithn)
|

4. Acknowledgement

P - @

OTA Server Key Generation Center|

- 1. Trigger to generate

updated key

2. Key transfer....

1.Generate key



