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* * * * First Change * * * *

5.1.4.1
Integrity requirements

Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the integrity protection.

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.


When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIA0 for integrity protection of NAS and RRC. EIA0 shall only be used for unauthenticated emergency calls. 

User plane packets between the eNB and the UE shall not be integrity protected except for connection between RN and DeNB. Integrity protection for real UE’s user data in RN’s UP can be optionally supported. 

* * * * Next of Change * * * *

6.2
EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2-1: Key hierarchy in E-UTRAN 
The key hierarchy (see Figure 6.2-1) includes following keys: KeNB, KNASint, KNASenc, KUPenc, Kup-int, KRRCint and KRRCenc
· KeNB is a key derived by ME and MME from KASME or by ME and target eNB. 
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by ME and MME from KASME, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by ME and MME from KASME, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by ME and eNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 
· KUPenc is a key, which shall only be used for the protection of a part of RN UP traffic for real UE’s user plane data. This key is derived by RN and DeNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

* * * * Next of Change * * * *

7.2.4.2.1
Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic. If real UE’s data should be integrity protected in RN’s UP under some operator’s decision, special UP integrity protection should be negotiated and applied only for RN’s UP containing real UE’s data.
* * * * Next of Change * * * *

7.3.2
UP integrity mechanisms

The user plane data may be integrity protected by the PDCP protocol between the RN and the DeNB. When the integrity protection is performed, it only applies for the real UE’s user plane data in RN’s UP.
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

* * * * End of Change * * * *
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