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********************** start of 1st change **************************
5.2.0
General

For NDS/IP-networks the key management and distribution between SEGs is handled by the protocol Internet Key Exchange (IKEv1) (RFC‑2407 [18], RFC‑2408 [19] and RFC‑2409 [20]) or Internet Key Exchange (IKEv2) (RFC-5996 [bb]). The main purpose of IKEv1 and IKEv2 is to negotiate, establish and maintain Security Associations between parties that are to establish secure connections. The concept of a Security Association is central to IPsec and IKEv1/IKEv2.

To secure a typical, bi-directional communication between two nodes using IKEv2 an IKE SA is established through which the Child Security associations i.e. IPsec security associations are established. Similarly when using IKEv1, an ISAKMP SA and two ESP SAs are established.
IPsec Security associations are uniquely defined by the following parameters:

-
A Security Parameter Index (SPI);

-
An IP Destination Address (this is the address of the ESP SA endpoint);

-
A security protocol identifier (this will always be the ESP protocol in NDS/IP).

With regard to the use of IPsec security associations in the network domain control plane of NDS/IP-networks the following is noted:

-
NDS/IP only requires support for ESP SAs;

-
There is no need to be able to negotiate IPsec SA bundles.
The specification of IPsec SAs can be found in RFC4301 [35].
********************** start of next change **************************
5.4.1
Profiling of IKEv1

The Internet Key Exchange protocol IKEv1 may be supported and used for negotiation of IPsec SAs.
NOTE:
For interworking with pre-Release 11 elements, usage of IKEv1 may be required for some time. However, the profiling of IKEv1 is intended to be frozen, and thus it is likely that in a future 3GPP release IKEv1 will no longer be included.
With regard to the use of ISAKMP security associations for IKEv1 in the network domain control plane of NDS/IP-networks the following is noted:

-
NDS/IP only requires support for ISAKMP SAs with pre-shared keys.

The specification of ISAKMP SAs can be found in RFC-2408 [19].

The following additional requirements apply.

For IKEv1 phase-1 (ISAKMP SA):

-
The use of pre-shared secrets for authentication shall be supported;

-
Only Main Mode shall be used;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Support of 3DES in CBC mode shall be mandatory for confidentiality;

-
Support of AES in CBC mode (RFC‑3602 [29]) shall be mandatory for confidentiality;

-
Support of SHA-1 shall be mandatory for integrity/message authentication;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Phase-1 IKEv1 SAs shall be persistent with respect to the IPsec SAs is derived from it. That is, IKEv1 SAs shall have a lifetime for at least the same duration as does the derived IPsec SAs.

The IPsec SAs should be re-keyed proactively, i.e. a new SA should be established before the old SA expires. The elapsed time between the new SA establishment and the cancellation of the old SA shall be sufficient to avoid losing any data being transmitted within the old SA.

For IKEv1 phase-2 (IPsec SA):

-
Perfect Forward Secrecy is optional;

-
Only IP addresses or subnet identity types shall be mandatory address types;

-
Support of Notifications shall be mandatory;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Key Length and support of AES transform:

Since the AES‑CBC allows variable key lengths, the Key Length attribute must be specified in both a Phase 1 exchange RFC 2409 [20] and a Phase 2 exchange RFC 2407 [18]. It is noted that the key length for use with the present document shall be 128 bits.

********************** start of next change **************************
5.4.3
IKE interoperability

Although both IKE versions have a lot of features and functionality in common, IKEv1 is not interoperable with IKEv2.    Therefore, this clause lists the necessary IKE requirements in order to ensure proper interoperability between the different NDS/IP nodes in order to set up the needed security associations for the Za and Zb-interfaces.

SEGs shall implement both IKEv1 and IKEv2. This ensures that a common version of the Internet Key Exchange Protocol is always supported on Za interface between any two SEGs, even if one of the SEGs is only compliant to a former 3GPP Release. Consequently, a hop-by-hop protection is always possible on the path NE-SEG-SEG-NE using one of the two Internet Key Exchange protocols.
NOTE 1: A SEG compliant with the present document may have to communicate with a SEG compliant to a former 3GPP Release. In this case the 3GPP standards ensure interoperability between these two SEGs by using IKEv1 to establish the required security associations. 

If both IKEv2 and IKEv1 are available on the Za-interface then IKEv2 shall be used. 

For the Zb-interface, NEs shall implement IKEv2, and may also implement IKEv1.

NOTE 2: A SEG compliant with the present document may have to communicate over the Zb interface with an NE not supporting IKEv2 which is compliant to a former 3GPP Release. In this case the 3GPP standards ensure interoperability between them by using IKEv1 to establish the required security associations. 

If both IKEv2 and IKEv1 are available on the Zb-interface then IKEv2 shall be used. 

When using Internet Keying Exchange protocol to establish the needed security associations for the Zb-interface between two NEs in the same security domain, and when NEs compliant to an earlier 3GPP Release are involved, it may be possible that no common version of IKE is supported. In this case the use of an intermediate SEG which is compliant to the present document will enable the two NEs to interoperate by establishing the necessary secured connectivity between them.

NOTE 3:
From Rel-11 onwards all NEs are required to support IKEv2. Thus it is likely that support of IKEv1 in SEGs will no longer be mandatory in a future 3GPP release.
*********************** end of changes ***************************
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