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1. Introduction

SA3 has agreed at the last meeting SA3#61 to start a study for “security study on IMS Based Peer-to-Peer Content Distribution Services”. S3-101449 which proposed a living document skeleton for IMS P2P security has been approved in the last SA3 meeting. So it has proposed some security threats to include into the living document.
*********************************start of change **********************************
3
Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.
3.X Black Hole Attacking (Empty Requests)

In this attack a legitimate user announces a list of content that he intends to provide to the peers in the neighbourhood, but he does not actually want to share the data (or does not even posses it). This may drain other people’s batteries and stops them from looking for other content sources.
4
Security Requirements
Editor's note:
This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clase. 
4.X security requirement for Black Hole Attacking (Empty Requests)

· The network should have the ability to validate whether or not the user announces content resource correctly. 
· The receiving user should have the way of requesting also from other sources, if the first source does not provide within a give time window. For this the receiving user need to be able to distinguish the sources securely and reliably without having to wait for cellular network connectivity. 
5
Security Solutions
Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
6 Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.
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