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1
Introduction
GERAN2 asks in their LS GP-102040 if SA3 could confirm that it is acceptable to not support initiation of ciphering in case of relocation from a TD-SCDMA RNC to a BSC. The relocation is further restricted to circuit switched sessions (see the WID).
This contribution provides analysis of the use case. It is shown that it indeed is acceptable to not being able to start ciphering in this case.

It is proposed that SA3 replies to the LS according to the draft reply-text below.
2
Analysis
2.1
Use case description
The LS explains that GERAN2 aims at introducing the Iur-g interface directly between a TD-SCDMA RNC and a BSC operating in A/Gb mode to improve performance of the relocation. 

The Iur-g interface is defined in TS 43.130. The design principles defined in clause 4.2 states that:

From a logical standpoint, this interface is a point to point interface between one BSS and one BSS or RNC within a PLMN. From a physical point of view, the interface could share Iu or other transmission resources.
This implies that the interface is under control of one single operator.

The Iur-g interface is optional. The presence of the Iur-g shall be transparent to the MS: the 3GPP specifications shall ensure that all mobiles function correctly irrespective of the presence or absence of the Iur-g interface.

Iur-g is optional. An operator who is very security conscious can opt not to use the interface and the MS never notices the difference.

Conclusions:

Whether to use the interface or not is up to each operator. There are no inter-operator dependencies. A roaming user is of course affected, but the inter-operator agreements leave the decision to cipher or not to the serving operator policy anyhow.
The interface is only used for TD-SCDMA RNCs and BSSes and hence primarily used in markets where ciphering is not used.
Since the use of the Iur-g interface is in markets where ciphering is not used (as explained in the LS), it does not matter that ciphering cannot be enabled after the relocation. The connection would not be ciphered after the relocation anyway.

2.2
Hypothetical later introduction of Iur-g for other types of RNCs

If the Iur-g interface a later point in time is introduced for other types of RNCs used in markets where ciphering is used, then a solution could be added to enable ciphering when the specification for those types of RNC is written. Note that there is no risk of interoperability problems with legacy equipment, because such equipment would have to implement the Iur-g interface from scratch anyhow.
Conclusions:

If Iur-g in the future would be introduced for other types of RNC which may be used in other markets where ciphering is used, it needs to be investigated if it should be possible to activate ciphering immediately after the relocation.
3
Proposal
It is proposed that SA3 replies to GERAN2 according to the draft LS below:
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1. Overall Description:
SA3 thanks GERAN2 for their LS regarding the working assumption to not support activation of ciphering at relocation from a TD-SCDMA RNC to a BSS. 

SA3 made an analysis of the use case and came to the conclusion that as long as the Iur-g interface is only specified for TD-SCDMA RNCs it is acceptable to not support initiation of encryption in the target GSM network in connection with relocation from a TD-SCDMA RNC to a BSC.
However, if the Iur-g interface in the future is to be extended to other types of RNCs, e.g., WCDMA, then it needs to be evaluated if the same assumption can be made.
2. Actions:

To GERAN2.

ACTION: 
SA3 kindly asks GERAN2 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #63 
11th – 15th April 2011
China
TSG-SA WG3 Meeting #64
11th – 15th July 2011
Mainz, Germany






�PAGE \# "'Page: '#'�'"  ��to be removed before LS is sent


�PAGE \# "'Page: '#'�'"  ��embedding object causes some computers to crash





3GPP

SA WG3 TD


