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Abstract of the contribution:

This contribution discusses the key issue of the direct MTC device-to-device communication. 

1. Introduction 

In SA1 TR "Study on enhancements of MTC ", One MTC device can communicate with another MTC Device directly over 3GPP networks if it knows the IP address or MSISDN of the target MTC device.

Two cases are given to depict this kind of communication:

Case1: For IPv6 based communication, if MTC devices are statically assigned with an IPv6 address, the communication can be established if the IPv6 addresses are known by each side.

Case2: For MSISDN based communication (i.e.SMS), the originating MTC Device should know the MSISDN of the target side.
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2 Analysis

In above scenario, MTC device can communicate with another MTC device directly if it knows the IP address or MSISDN of the target MTC device. If the MTC device is a bad device, then it can attack the normal MTC device, e.g. DOS attack. 

So the security mechanism  of the direct communication between the MTC device shall be studied.

3 Proposal

It is proposed to add the key issue to the living document.

*********************************start first change **********************************

X.X Key issue- Direct MTC device-to-device communication

X.X.1 Issue Detail

In SA1 TR "Study on enhancements of MTC ", One MTC device can communicate with another MTC Device directly over 3GPP networks if it knows the IP address or MSISDN of the target MTC device.

Two cases are given to depict this kind of communication:

Case1: For IPv6 based communication, if MTC devices are statically assigned with an IPv6 address, the communication can be established if the IPv6 addresses are known by each side.

Case2: For MSISDN based communication (i.e.SMS), the originating MTC Device should know the MSISDN of the target side.
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X.X.2
Threats and Optimizations

An attacker can impersonate a MTC device to attack the target MTC device if the attacker knows the IP address or MSISDN of the MTC device .Therefore a mechanism should be provided to prevent such attacks.

Usually the MTC device is not owned and controlled by 3GPP operator, there can be fraud as of MTC device authorising 3GPP network access to the target MTC devices. For example, MTC device identities can be cloned. 

X.X.3 Security Requirements

A security mechanism is needed to prevent the attack.
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