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Abstract of the contribution:
This contribution clarifies the benefits of PSK based IPsec tunnel in solution 7.
1. Introduction
As depicted in solution 7, IPsec is used to protect the S1 and X2 control plane signalling. It uses IKE mechanism and AKA key (KeNB) will be used as the pre-shared key to the IKE. In the latest RN TR, the function and benefits of PSK based IPsec tunnel in solution 7 is not clarified, we propose to add some detailed description of IPsec into solution 7.
2. Analysis

In solution 7, IPsec tunnel is used to protect the S1 and X2 control plane signalling. And it uses IKE mechanism and AKA key (KeNB) will be used as the pre-shared key to the IKE. There are many benefits using PSK (KeNB) mechanism to establish the IPsec secure tunnel.
From the point of cost, RN and DeNB use KeNB which is from AKA as the pre-shared key to establish the IPsec tunnel, so it does’t need to add new mechanisms to provide other kind of preshared keys (e.g. GBA) or certificates for the establishment of IPsec. Because KeNB can be updated by performing an intra-eNB handover when it is needed, there is no need to add new mechanisms to update pre-shared key (KeNB) for IKE. So it reduces device complexity.

Besides, when compared to certificates based IPsec establishing method, there is no need to make certificates validation with CRL or OCSP for KeNB during IKE. 
Another benefit of IPsec is the binding of UICC authentication and RN platform authentication. The UICC is authenticated by performing a successful EPS AKA. IK and CK are calculated from Kasme in the UICC. Only when the secure channel is successfully established between UICC and RN, IK and CK will be transmited to RN.  In other words, only when the RN is a legitimate RN, it can get the key materials including KeNB. Although UICC authenticates the RN through a successful establishment of secure channel, but the network has’t authenticate RN directly. So the establishment of IPsec using IKEv2 settles this problem. For only a legitimate RN and DeNB can get the KeNB from the same AKA procedure, once the IPsec tunnel is established successfully, the binding of UICC authentication and RN authentication is completed. After that, both UICC、RN and DeNB are authenticated each other.
3. pCR Text
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10.7.5.3 Benefits of PSK based IPsec tunnel in solution 7
In solution 7, IPsec tunnel is used to protect the S1 and X2 control plane signalling. And it uses IKE mechanism and AKA key (KeNB) will be used as the pre-shared key to the IKE. There are many benefits using PSK (KeNB) mechanism to establish the IPsec secure tunnel.
From the point of cost, RN and DeNB use KeNB which is from AKA as the pre-shared key to establish the IPsec tunnel, so it does’t need to add new mechanisms to provide other kind of preshared keys (e.g. GBA) or certificates for the establishment of IPsec. Because KeNB can be updated by performing an intra-eNB handover when it is needed, there is no need to add new mechanisms to update pre-shared key (KeNB) for IKE. So it reduces device complexity.

Besides, when compared to certificates based IPsec establishing method, there is no need to make certificates validation with CRL or OCSP for KeNB during IKE. 
Another benefit of IPsec is the binding of UICC authentication and RN platform authentication. The UICC is authenticated by performing a successful EPS AKA. IK and CK are calculated from Kasme in the UICC. Only when the secure channel is successfully established between UICC and RN, IK and CK will be transmited to RN.  In other words, only when the RN is a legitimate RN, it can get the key materials including KeNB. Although UICC authenticates the RN through a successful establishment of secure channel, but the network has’t authenticate RN directly. So the establishment of IPsec using IKEv2 settles this problem. For only a legitimate RN and DeNB can get the KeNB from the same AKA procedure, once the IPsec tunnel is established successfully, the binding of UICC authentication and RN authentication is completed. After that, both UICC、RN and DeNB are authenticated each other.
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