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Abstract of the contribution:

This document gives key issue of MTC group based communication via MTC GW.
1. Introduction 

In SA1 TR “Study on enhancements of MTC”, it mentions the MTC Gateway Device can act as a gateway for a group of co-located Devices or to connect MTC Devices and/or Local-Access Devices in an MTC Capillary Network to communicate through a PLMN with MTC Server(s), and/or other MTC Device(s). Communication via MTC Gateway Device is divided into the following three scenarios. 

a. all of the devices connected to MTC Gateway Device do not have 3GPP mobile communication capability (i.e. Local-Access Device).
b. some of the devices connected to MTC Gateway Device have 3GPP mobile communication capability (i.e. MTC Devices) and some of the devices do not have 3GPP mobile communication capability (i.e. Local-Access Device).
c. all of the devices connected to MTC Gateway Device have 3GPP mobile communication capability (i.e. MTC Devices).
The devices connected to MTC Gateway Device can constitute a group. The communication scenarios via MTC Gateway Device also apply to MTC group based communication.
2. MTC group based communication scenario analysis 
A group of devices connected to the MTC Gateway Device communicate with MTC Server or other MTC Devices via MTC Gateway Device, depicted in Figure 1. The group of devices can be devices that all have 3GPP mobile communication capability or do not have 3GPP mobile communication capability or mixed. This scenario can be one of the options for MTC group based communication scenario.
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Figure 1: MTC Group Based Communication Scenario Via MTC Gateway Device 

Thus the MTC Gateway Device acts as an agent for the group of devices and the MTC Gateway Device can be under the control of the operator.
When the devices in the group access to the network almost at the same time, the signalling load of the network will increase largely. In order to avoid the signalling overload issue and achieve signalling optimization for MTC group, group based authentication is needed.
The threats and security requirements of the group based optimization in the TR 33.868 also apply for the MTC group based communication via MTC GW.
3. Proposal

It is proposed to add above section 2 to the living document.
*********************************start first change **********************************
X.X
Key Issue - Group Based communication via MTC Gateway
X.X.1
Issue Details
SA2 has defined the group optimization in the 5.1 of 23.888. MTC devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
A group of devices connected to the MTC Gateway Device communicate with MTC Server or other MTC Devices via MTC Gateway Device, depicted in Figure 1. The group of devices can be devices that all have 3GPP mobile communication capability or do not have 3GPP mobile communication capability or mixed. This scenario can be one of the options for MTC group based communication scenario.
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Figure 1: MTC Group Based Communication Scenario Via MTC Gateway Device 

Thus the MTC Gateway Device acts as an agent for the group of devices and the MTC Gateway Device can be under the control of the operator.
X.X.2
Threats and Optimizations

An attacker can impersonate a MTC device belonging to a particular MTC group to get information. Therefore a mechanism should be provided to prevent such attacks.
For the case when MTC GW is not owned or controlled by 3GPP operator, there can be fraud as of MTC GW authorising 3GPP network access to also illegitimate MTC devices. For example, session keys and perhaps MTC device identities can be cloned. 
When the devices in the group access to the network almost at the same time, the signalling load of the network will increase largely. In order to avoid the signalling overload issue and achieve signalling optimization for MTC group, group based authentication is needed.
X.X.3
Security Requirements
A MTC Group is a group of MTC devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group shall be identified uniquely across 3GPP networks.
MTC Gateway and the network can authenticate with each other.

MTC Gateway and the MTC devices connected to it can authenticate with each other.

The MTC gateway can provide different session keys used between the devices and the 3GPP network element based on the key which is generated in the MTC gateway and 3GPP core network node authentication procedure.
*********************************end first change **********************************
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