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Abstract of the contribution:

This contribution proposes the details about comparison of signals and compatibility for all the proposed solutions.
1 Introduction
This contribution proposes the details about comparison of signals and compatibility for all the proposed solutions. 
2 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR33.859. 
************************** start of changes ************************
6
Comparison of proposed Solutions

6.1
Signalling aspects

6.1.1
Initial authentication / AV fetch
For all the four solutions, before running an AKA, an SGSN+ will be aware of whether the UE supports the enhanced security context or not.
For solution 1 and solution 4, there is not any change during AKA procedure. After AKA is successfully finished, if both UE and SGSN support UKH, SGSN+ shall notify UE to creat an enhanced security context in SMC message.
For solution 2 and solution 3, if both SGSN and UE support the enhanced security context when the SGSN sends the Authentication and Ciphering Request message carrying the AKA challenge it shall include an indication to the UE that the UE shall create an enhanced security context from this AKA run.
6.1.2
IDLE to ACTIVE transition


During Idle to Active transition, for solution 1 and 4, if both UE and SGSN support UKH, SGSN+ shall notify UE to creat an enhanced security context in SMC message.

The following creating an enhanced security context procedure are the same for solutions 2, 3 and 4, except that for solution 4 SGSN+ should also generate IKU’/CKU’ and corresponding NCC. The triple {IKU’, CKU’, NCC} shall be sent from SGSN+ to SRNC+ in SMC message. But this is not necessarily needed. If it is not transmitted to SRNC+ in SMC message, there is no forward security guarantee in the first SRNS relocation.
6.1.3
SRNS relocation and intra-UTRAN key-refresh 


For solution 2, there is no key update during SRNS relocation. All the operations are the same as TS 33.102 defined.
For solution 3, in order to achieve backward security, the source RNC+ shall chain the keys and pass the chained keys to the target node in legacy IK/CK IE for combined hard handover and SRNS relocation, and combined CELL/URA update and SRNS relocation. As for SRNS relocation without UE involvement, the source RNC+, before performing the SRNS relocation to the target RNC(*), performs an intra-SRNS relocation. The source RNC+ then gives the currently used keys to the target RNC(*).
For solution 4, after a successful enhanced SRNS relocation, SGSN+ shall increase its locally kept NCC value by one and compute a new fresh IKU’/CKU’ by using the IK/CK and its locally kept IKU’/CKU’ value as input. The SGSN+ shall then send the newly computed triple {IKU’, CKU’, NCC} to the target RNC+ in the Relocation Complete Response message. For the next SRNS relocation, the source RNC+ (i.e., the target RNC+ at last SRNS relocation) shall send the received IKU’/CKU’in legacy IK/CK IE and corresponding  NCC to the target RNC+. The target RNC+ shall regard the received IKU’/CKU’ as IKU/CKU.
For solution 4, during SRNS relocation with CNN+ involved, the source SGSN+ shall increase its locally kept NCC value by one and compute a fresh IKU’/CKU’ from its stored IK/CK and old IKU/CKU. The source SGSN+ shall send the fresh IKU’/CKU’ and corresponding NCC to the target RNC+ via the target SGSN+. The target RNC+ shall regard the received IKU’/CKU’ as IKU/CKU.
Forward security and backward security can be ensured by the above way for solution 4.
During Intra-UTRAN handovers, the operations are the same for solution 2, 3 and 4, except that for solution 4 the source SGSN+ should also send the triple {IKU’, CKU’, NCC} to the target SGSN(*).
6.2
Compatibility aspects


All the four solutions should consider backward compatibility.
At idle mobility, for all the 4 solutions an old SGSN+ that holds an enhanced security context shall calculate CKL and IKL and include these in the existing IEs that are used to carry CK and IK currently. A legacy SGSN receiving the above message will use CKL and IKL as a legacy CK and IK.
At intra-UTRAN handovers, for solution 2 and 3 the SGSN+ includes CKS and IKS in the legacy CK and IK IEs to the target SGSN. A legacy SGSN receiving such a message would treat the UE as though it had a legacy context with CKS and IKS as keys. An SGSN+ continues to use the enhanced security context. While for solution 1 and 4, the source SGSN+ always send CKL and IKL to the target SGSN(*) just the same as at idle mobility.
During SRNS relocation, for solution 1 two sets of keys are transmitted to the target RNC: the one is the mapping legacy keys CKL /IKL, the other is the enhanced keys KRNC*. If the target RNC is a legacy one, it will only regard the mapping legacy keys CKL /IKL as CK/IK; if the target RNC is an enhance one, it will derive the enhanced IKU/CKU based on the received KRNC*.
During SRNS relocation, for solution 2, 3 and 4 the source RNC+ shall send the currently used CKS and IKS (for solution 2) or the chained CKU and IKU (for solution 3) or the stored CKU’and IKU’(for solution 4) in the legacy CK and IK IE to the target RNC(*). If the target RNC is a legacy one, it shall regard the received keys as CK and IK; if the target RNC is an enhanced one, it shall regard the received keys as CKS and IKS (for solution 2) or CKU and IKU (for solution 3 and 4).

During SRNS relocation and SGSN relocation, UE UTRAN KH capability should be always transferred by the source RNC+/SGSN+ to the target RNC(*)/SGSN(*).
************************** end of changes *************************
