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Abstract of the contribution: 

This contribution gives the substructure of the SSO subsystem for the solution of implementing SSO_APS based on SIP Digest and introduces the relative function entities and reference points.
1. Introduction

In the last SA3#61 meeting, the solution of implementing SSO_APS is approval, however the substructure of the SSO subsystem is not provided.  This contribution gives the substructure of the SSO subsystem for the solution of implementing SSO_APS based on SIP Digest and introduces the relative function entities and reference points.
2. Proposal
It is proposed that SA3 agrees the following P-CR:
***** Start of change *****
5.2 High-level architecture for SSO to applications for Common IMS based on SIP Digest 

The following figure shows the current use of SIP Digest in IMS on the left hand side. On the right hand side, an application server (AS) is shown that is connected to an SSO subsystem, which in turn is connected to the HSS. 
HTTP is certainly the most commonly used protocol with application servers or service providers. The study of other such protocols is not precluded, however.

The SSO subsystem is to contain one or more functional elements that are required to provide the SSO service to application sersvers based on SIP Digest. It is one of the main tasks of this study to define this SSO subsystem, i.e. to define the functional elements in the SSO subsystem, and their interworking with each other and with the application server and the HSS. 

It is clearly shown in the figure that the HSS is the linking element between the IMS subsystem and the SSO subsystem, which results from the fact that HSS stores the permanent credentials used in both subsystems. 

The right hand side shows three new reference points linking the UE and the HSS to the SSO subsystem, as well as linking the UE and the AS. The reference points SSOh and SSOb are required to provide the SSO functionality.

Editor’s note: Further reference points may have to be defined once a substructure of the SSO subsystem has been defined. The reference point SSOa is required, but may be out of scope of 3GPP. The names of the reference points SSOx are ffs.
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Figure 5.2-1:High-level architecture for SSO to applications for Common IMS based on SIP Digest
Figure 5.2-1 shows a high-level architecture for SSO to applications for Common IMS based on SIP Digest.The IdP(SSO Server) contained in the substructure of the SSO subsystem which could be leveraged to enable application servers and on the user side to establish shared keys could provide the SSO service to application servers based on SIP Digest.There are four new reference points linking the UE、the HSS and the RP(AS) to the IdP(SSO Server), as well as linking the UE and the RP.The reference points SSOh and SSOb could provide the SSO functionality.
General requirements for the functionality of the IdP(SSO Server) are:

· It shall be able to communicate securely with the HSS.
· It shall be able to perform SIP Digest authentication.

· It shall be able to share a shared key with the RP.

· It shall be able to generate a shared key and a session key with a UE.
· It shall be able to authenticate the RP.

· It shall be able to manage the Identity-related security keys and credentials.
· It shall be able to provide to the RP the evidence of authentication of the UE.

General requirements for the functionality of an RP(AS) are:
· It shall be able to locate and share a shared key with the IdP(SSO Server)
· It shall be able to redirect the UE to the IdP
· It shall be able to acquire a session key established between the UE and the RP during the run of the application-specific protocol.
· It shall be able to store the session key
· It shall be able to set the local validity condition of the session key according to the local policy.
The required functionalities for a UE are:

· Supporting to authenticate with the use of the SIP Digest method.

· Generating a shared key and a session key with the IdP.

· Supporting the related security application protocol with the RP, such as HTTPS.
The requirements for the reference point SSOa are:
· The reference point SSOa carries the application protocol,which is secured using a session key between a UE and the IdP
The requirements for the reference point SSOb are:

· The reference SSOb shall provide mutual anthentication beween the IdP and a UE based on the SIP Digest method
· The IdP and a UE shall be able to generate shared keys
· The IdP shall be able to identify the UE

· The IdP shall be able to indicate to the UE the lifetime of the shared key
The requirements for the reference point SSOh are:

· The IdP shall be able to retrieve SD-AV from the HSS, so we can re-use the Cx interface as the SSOh reference point.
***** End of change*****
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