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1. Introduction

The key issue of Time Control has been identified as a security concern for MTC sytems.  TR 33.868 Rel 11 “Security aspects of Machine-Type Communications” identifies the time interval and communication window as needing integrity-protection when sent from the network  to the MTC device.  An editors note identifies the need to investigate confidentiality protections as well.  This contribution addresses the editors note by providing additional threats and further security requirements.
2. Rationale

TR 33.868  Rel 11 “Security aspects of Machine-Type Communications” has identified key issue 7 as time controlled.  Section 5.7.2 describes the threats associated with tampering of the time controlled parameters (i.e. grant time interval, forbidden time interval, communication window). The threats identified in this section are a result of direct tampering with the time elements by changing the time interval.  The result of this tampering is device exchanging signalling or data outside of its defined time interval which in turn may result in additional charges to the MTC User.   

Furthermore, there are threats related to time control that do not involve direct tamping with the parameters.  If the time control information is sent without confidentiality protection, it is possible for an attacker to eavesdrop and deteremine information about time control intended by the network, and may even use such determined information to mount attacks. In one example, the attacker may eavesdrop and determine the next grant time interval and window size.  The attacker can then launch a denial of service attack during the expected  grant interval. Such an attack would result in burdening the network with additional signaling, as the device would continually attempt to connect and transmit during its allotted timeframe.  The attack may result in the cell reaching its capacity and the MTC user being denied access.  The allotted time window could expire and the MTC User could incur additional charges to transmit outside of the configuration time frame.  
In another example of threat due to unprotected transmission of time control information, an attacker may also eavesdrop and determine the forbidden time and window size. As proposed in section 5.7.1 of TR 33.868 such forbidden times may be used by operators because the operator’s MTC server may become unavailable due to scheduled service needs. Unprotected transmission of forbidden interval information, therefore, may inform the attacker an idea of when the M2M server for a particular area may become unavailable.  A malicious attacker may be able to abuse unauthorized acquisition of such sensitive information about the M2M network’s operation. For example, the attacker may attempt to sell such information to a bidder (e.g. the operator’s competitor). In some cases, unauthorized knowledge of the forbidden interval information have have lead to even greater risks. If the M2M system in question is, for example, used for plant/perimeter security monitoring applications, a physical intrusion may even be facilitated if information about the forbidden interval is improperly revealed. 
The additional threats associated with the transmission of time controlled parameters without confidentiality protection provides sufficient cause for the addition of such protection.  Therefore we propose to include the threat analysis above to section 5.7.2, and the addition of confidentiality protection to the security requirements section 5.7.3, followed by the removal of the editor’s note.

3. pCR

This pCR proposes the following changes….
**************************** start of 1st change ****************************

5.7 
Key Issue 7 -Time controlled

5.7.1 
Issue Details

Time controlled is one of the MTC features. The point of this feature aims at how to restrict MTC Device’s access to the network and avoid unnecessary network load outside these pre-defined time periods. Three terminologies are used in this feature, i.e. grant time interval, forbidden time interval, communication window. The home network operator may restrict altering the time period e.g. to avoid traffic when the MTC server is in maintenance by means of a ‘forbidden time interval’. Typically, an MTC User agrees with an operator on a predefined time period for a group of MTC Devices. The time in which access is permitted is termed a ‘grant time interval.’ For many applications, individual MTC Devices do not need the total duration of this predefined time period to communicate with the MTC Server. Typically a 5-10 minutes ‘communication window’ is sufficient for an individual MTC Device. 

5.7.2   
Threats

There are several solutions in TR23.888 to handle this feature. These so-called time interval and time window can be defined/randomized by both MTC device and MTC server in TR23.888 solutions.  There exist security threats if the intervals and time window are sent to MTC device without any protection. The attackers can change time interval/window to limit or extend the time. MTC device will not have enough time to finish the job when time interval/window is limited.  The MTC device will extend online time to do its job repeatedly and waste its power and thus it will cause network congestion when time interval/window is tampered to extend. Moreover, MTC users may be charged more according to TR23.888 when MTC device exchanges signalling or sends and receives data outside of defined time intervals.
Furthermore, there exist security threats related to time control that do not involve direct tamping with the parameters.  If the time control information is sent without confidentiality protection, it is possible for an attacker to eavesdrop and deteremine information about time control intended by the network, and may even use such determined information to mount attacks.  In one example, the attacker may eavesdrop and determine the next grant time interval and window size.  The attacker can then launch a denial of service attack during the expected grant interval. Such an attack would result in burdening the network with additional signaling, as the device would continually attempt to connect and transmit during its allotted timeframe.  The attack may result in the cell reaching its capacity and the MTC user being denied access.  The allotted time window could expire and the MTC User could incur additional charges to transmit outside of the configuration time frame.  

In another example, an attacker may eavesdrop and determine the forbidden time and window size. Such forbidden times may be used by operators because the operator’s MTC server may become unavailable due to scheduled service needs. Unprotected transmission of forbidden interval information, therefore, may inform the attacker an idea of when the M2M server for a particular area may become unavailable.  A malicious attacker may be able to abuse unauthorized acquisition of such sensitive information about the M2M network’s operation in various ways. For example, the attacker may attempt to sell such information to a bidder (e.g. the operator’s competitor). If the M2M system in question is, for example, used for plant/perimeter security monitoring applications, a physical intrusion may even be facilitated if information about the forbidden interval is improperly revealed.

5.7.3 
Security requirements

Time interval and communication window shall be integrity-protected and confidentiality protected when sent to MTC device.


**************************** end of 1st change *****************************

