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Currently, sections on security observations and requirements for IMS conferencing contain some typos and unclarities. Changes are proposed to fix the typos and clarify the text.  

Proposal
* * * First Change * * * 
5.1.2

Immediate security observations/requirements

To secure an IMS conference the following should be considered:

-
Key management. The natural place to perform key management is the AS. This means that media plane keys have to be transported from the AS to the mixer over the interfaces between the AS, MRFC and MRFP. Requirements on the protection of these interfaces have to be evaluated. 
Editor's note: It has to be clarified which interfaces these are, e.g. whether Cr and Mp are to be used, how these interfaces would have to be enhanced or whether new interfaces should be specified.
In any case, IP based interfaces may be protected using NDS/IP with additional confidentiality (IPsec ESP with non-null encryption).

-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service.

Editor's note: A possible issue may be the beginning/end of a conference, where users join/leave frequently. Rekeying for intervals of seconds rather than minutes may not be reasonable, in particular for large conferences.
-
Mixer. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. 
Editor’s Note: It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants. In this case, a key management procedure needs to be in place such that all participants obtain this common key.

-
Event packages. Conference event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages carrying these event packages have to be protected.
Editor's note: It has to be clarified when event packages need to be protected.
-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.
Editor's note: Securing BFCP should be aligned with a future solution for securing TCP based media traffic. In absence of such a solution, BCFP (which is not mandatory in IMS conferencing) may only be used without protection.
-
Conference server "internal" interfaces.  It should be evaluated which the security requirements (if any) on the internal interfaces in the conference service are. 
Editor's note: It has to be clarified what is meant by "internal" interfaces in this remark. (There would be no need to specify security requirements for unspecified internal interfaces.)
-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and vice versa. In this way conference participants get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 
5.1.3
Requirements

Editor's note: Requirements may be missing.
The following are general requirements on a secure conference solution:
-
A user shall be able to initiate creation of an ad hoc secure conference.
. 
In other words, there shall be some means for an ad hoc conference creator to signal that the conference should be secure.

-
All conference participants shall be securely authenticate all.


-
All participants in a secure conference shall use media protection. 

 

Editor’s note: Conferences where some media/participant isn't secured could be possibly studied later. 

-
Different media streams shall use different key streams. 


-
It should be possible to use group keys to protect media streams intended for all participants.

Example use case when this could be beneficial is when a mixed output stream is intended for all participants.

-
Rekeying of a conference should be possible. 

Rekeying of a conference in the context of this document means that all key streams in the conference shall be based on new, fresh key material. Rekeying may occur when a participant joins or leaves a conference. 

-
A secure conference supporting conference event packages shall provide security for these event packages.

Event packages may carry security critical information.

-
A secure conference supporting floor control shall provide security for the floor control signalling.

Floor control signalling could carry security critical information.
* * * End of Changes * * * 








































































































































































































































