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1. Introduction
One of the general principles of APP_SSO is that it shall not lower the security of the IMS system of an operator deploying it. In the current APP_SSO TR 33.914 document, the general message flows and its contents are sketched, but the details how to protect those are currently not defined and only editor’s notes are there. In this discussion paper we describe a general security problem of SIP Digest usage and show that the usage of TLS like it was done by CableLabs for HTTP Digest (called GBA_H) is only a partial remedy to the problem. We ask SA3 to agree that the identified issues need to be addressed. 
2. Discussion 

In the current TR 33.914 is the high level message flow: 
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Figure1: High level message flow for APP_SSO from TR 33.914 solution 1

The messages between UE and BSF are not further protected in the moment. That SIP Digest is used for authentication implies that the access network is not a cellular network. Hence we cannot assume protection over that communication interface and a man in the middle attack may be easy as the consequence.

Issue 1: Interface between UE and BSF need protection to avoid easy man-in-the-middle-attack.

The usage of SIP digest for SSO is very similar to the one of HTTP digest, therefore we now briefly present related work previously done in that area. CableLabs specified an HTTP digest based extension of GBA, the so-called GBA_H mechanism, in http://www.cablelabs.com/specifications/PKT-SP-33.220-I03-070925.pdf. 
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Figure 2: HTTP Digest over TLS: GBA_H Bootstrapping Procedure

The TLS protection (step 1) offers a basic protection against a simple man-in-the-middle attack, but it still leaves open some vulnerabilities for an potential attacker.

The TLS mechanism above in GBA_H is vulnerable to a slightly advanced man in the middle attack, where the attacker runs a TLS session with the BSF and interacts with the UE via HTTP outside of the TLS tunnel. In other words, the attacker acting as a man-in-the-middle tricks the UE into communicating with the attacker outside of the TLS tunnel and to use there HTTP-Digest. In order to achieve this, this MITM could be a corrupted server or an additionally installed server, or it could impersonate an S-CSCF in IMS where SIP Digest is used without TLS protection according to TS 33.203 Annex N. The user could be tricked (e.g. by e-mail and/or social-engineering techniques) to contact the middle-server requiring the user to run HTTP digest. This type of attack belongs to the class of MitM-in-tunnelled-authentication attacks, cf. Man-in-the-middle-attacks in tunnelled authentication protocols, N. Asokan, V. Niemi, K. Nyberg (http://asokan.org/asokan/research/mitm.html). 
Also users tend to re-use their passwords for different purposes; hence this attack is to be taken serious. Furthermore users are not always aware when a secure connection is required or active in their browser.
If we take that approach one-to-one, then the same vulnerability applies to APP_SSO SIP digest approaches.

It may be necessary to modify existing browser implementations for extracting the TLS master key (see further contribution on the subject).

Issue 2: Protection by a TLS tunnel still leaves the possibility for an attacker to obtain the SIP Digest credentials and compromise the SSO system using those.
3. Proposal
We kindly propose SA3 to agree on the issues 1 and 2 and the requirements that further protection against those threats is needed.
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