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Abstract: 

3GPP Rel-9 introduces the 128 bit Kc128 ciphering key together with the A5/4 algorithm. The MSC is required to generate the 128 bit ciphering key Kc128 for A5/4 and send it with the permission for A5/4 to the BSC. The 3GPP R8- MSC does not support/generate 128 bit Kc128. 
If, based on the UE encryption capabilities received in the Classmarks 3 IE, the 3GPP R8- MSC permits A5/4 but the BSS rejects the message due to the lack of a 128 bit ciphering key, the call will fail.

1. Description of the interoperability issue
3GPP Rel-9 introduces the 128 bit Kc128 ciphering key together with the A5/4 algorithm. The MSC is required to generate the 128 bit ciphering key Kc128 for A5/4 and send it with the permission for A5/4 to the BSC.
The MSC receives (requests) the mobile station's encryption capabilities in the Classmarks 3 IE from the UE.
For the mobile origination call, TS 24.008-8.12.0 (R8-) Clause 4.5.11: 

“In A/Gb mode, the network may initiate the classmark interrogation procedure, for example, to obtain further information on the mobile station's encryption capabilities.”
For a handover case, TS 33.102-8.6.0 (R8-) Clause 6.8.4: 

“If ciphering has been started when an intersystem handover occurs from UTRAN to GSM BSS, the necessary information (e.g. Kc, supported/allowed GSM ciphering algorithms) is transmitted within the system infrastructure before the actual handover is executed to enable the communication to proceed from the old RNC to the new GSM BSS, and to continue the communication in ciphered mode. The RNC may request the MS to send the MS Classmarks 2 and 3 which include information on the GSM ciphering algorithm capabilities of the MS. This is necessary only if the MS Classmarks 2 and 3 were not transmitted from UE to UTRAN during the RRC Connection Establishment. The intersystem handover will imply a change of ciphering algorithm from a UEA to a GSM A5. The GSM BSS includes the selected GSM ciphering mode in the handover command message sent to the MS via the RNC.”

As we are aware, the 3GPP R8- MSC does not support/generate 128 bit ciphering key. The 3GPP R8- MSC needs to interwork with the 3GPP R9+ UE and the 3GPP R9+ BSS. However, if the 3GPP R8- MSC permits A5/4, based on the UE’s encryption capabilities in received in the Classmark 3 IE, but the BSS rejects the message due to the lack of a 128 bit ciphering key, the call will fail.
TS 48.008-9.5.0 (R9), Clause 3.2.1.30, Cipher Mode Command: 
“This message is sent from the MSC to the BSS via the relevant SCCP connection associated with that MS transaction. It updates the encryption parameters for the concerned MS.
	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1
	MSC-BSS
	M
	1

	Layer 3 Header Information
	3.2.2.9
	MSC-BSS
	O (note 1)
	4

	Encryption Information
	3.2.2.10
	MSC-BSS
	M
	3-n

	Cipher Response Mode
	3.2.2.34
	MSC-BSS
	O
	2

	Kc128
	3.2.2.109
	MSC-BSS
	C (note 2)
	17

	NOTE 1:
This information element doesn't serve any useful purpose. MSCs should not send the information element unless it is required by the recipients (due to the need to interwork with older versions of the protocol). It is expected that in future versions of the present document, this information element will be deleted from this message.

NOTE 2:
This IE is included if the encryption algorithm A5/4 is indicated as permitted in the Encryption Information IE.


”

2. Recommended Solution - discussion
This discussion focuses on GSM but the conclusion will also apply to GPRS.

The lengths of ciphering keys for  A5/5-A5/7 algorithms have not been defined yet. The solution has also to provide forward compatibility with the A5/5-A5/7 algorithms should the key length for them be more than 128 bits.

There are two solutions we see as being capable to solve the described issue.

Solution 1: The 3GPP R9+ BSS shall ignore the permissions of the A5 algorithms if the required ciphering key is not received from the MSC.

Solution 2: The 3GPP MSC shall not permit any A5 algorithms if the algorithms have been not defined in the corresponding release.
2.1
Solution 1
For solution 1, the R8- MSC assumes the A5/4-A5/7 algorithms use a 64 bit ciphering key. If a R9+ UE supporting A5/4 contacts the network, the R8- MSC sends the A5/4 permission to the BSC. The R9 MSC assumes the A5/5-A5/7 algorithms use a 128 bit ciphering key. If a “future” UE supporting A5/5, after A5/5 is defined by 3GPP, contacts the network, the R9 MSC sends the A5/5 permission to the BSC. 

For the backward compatibility, the 3GPP R9+ BSS shall ignore the permissions of the A5 algorithms if the required ciphering key is not received from the MSC. 

The Solution 1 described above may require the following changes to TS 48.008 (R9+) are, taking Cipher Mode Command message as an example,

“

3.2.1.30
CIPHER MODE COMMAND

This message is sent from the MSC to the BSS via the relevant SCCP connection associated with that MS transaction. It updates the encryption parameters for the concerned MS.

	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1
	MSC-BSS
	M
	1

	Layer 3 Header Information
	3.2.2.9
	MSC-BSS
	O (note 1)
	4

	Encryption Information
	3.2.2.10
	MSC-BSS
	M
	3-n

	Cipher Response Mode
	3.2.2.34
	MSC-BSS
	O
	2

	Kc128
	3.2.2.109
	MSC-BSS
	CO (note 2)
	17

	NOTE 1:
This information element doesn't serve any useful purpose. MSCs should not send the information element unless it is required by the recipients (due to the need to interwork with older versions of the protocol). It is expected that in future versions of the present document, this information element will be deleted from this message.

NOTE 2:
This IE is included if the at least one encryption algorithm which requires a 128 bit encryption key A5/4 is indicated as permitted in the Encryption Information IE. If this IE is not included the BSC shall ignore the permissions of all encryption algorithms that require a 128 bit encryption key.


”

Similar changes have to done for ASSIGNMENT REQUEST and HANDOVER REQUEST commands.
2.2 Solution 2
For solution 2, the R8- MSC cannot assume support for A5/4-A5/7 algorithms. If a R9+ UE supporting A5/4 contacts the network, the R8- MSC shall not send the A5/4 permission to the BSC. The R9 MSC can not assume the A5/5-A5/7 algorithms use a 128 bit ciphering key. If a “future” UE supporting A5/5, after A5/5 is defined by 3GPP, contacts the network, the R8- MSC shall not send the A5/5 permission to the BSC. 

For the forward compatibility, the MSC of 3GPP Rel X shall not permit any A5/4+ algorithms that are not defined for Rel X.

For 3GPP R11 and beyond, whether the MSC permits A5/5-A5/7 algorithms depends on whether the A5/5-A5/7 algorithms will require a 128 bit ciphering key. The A5/5-A5/7 algorithms may require a ciphering key of longer than 128 bits. However, we can not rule out the A5/5-A5/7 ciphering algorithms requiring a 128 key ciphering key in future. 

Solution 2 requires 

· the 3GPP R8- MSC not permit A5/4-A5/7 algorithms.
· the 3GPP R9 MSC not permit A5/5-A5/7 algorithms,. since the algorithms and the required key lengths have not been defined.
· the 3GPP R10 MSC not permit A5/5-A5/7  algorithms, since the algorithms and the required key lengths have not been defined.
For the Solution 2 the standards impact includes the following documents:

TS 29.280, TS 33.102, TS 43.020, TS 24.008 and TS 48.008.
In TS 29.280 (R8 and R9), TS 33.102 (R8, R9 and R10) and TS 24.008 (R8-, R9 and R10), the wording like 
“the R8- MSC will not permit A5/4 through A5/7 algorithms for GERAN access”

needs to be added:

In TS 33.102 (R9 and R10), the wordings like "a 128-bit GSM ciphering algorithm" and "128-bit ciphering algorithms" (which mean A5/4 and at least A5/5 require the 128 bit ciphering key) should be changed to "the GSM ciphering algorithm A5/4".
In TS 43.020 (R9), the wordings "a ciphering algorithm requiring a 128-bit ciphering key ", "one of the allowed ciphering algorithms requires a 128-bit ciphering key", "no ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key " and "any ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key" also mean A5/4 and at least A5/5 require the 128 bit ciphering key. These wordings should be changed to "the GSM ciphering algorithm A5/4".
 

In TS 24.008 (R9 and R10), the wordings "an A5 ciphering algorithm that requires a 128-bit ciphering key " and "any A5 ciphering algorithm that requires a 128-bit ciphering key" should be changed to "the GSM ciphering algorithm A5/4" .

For TS 48.008 (R9 and R10), the following changes are required.

“
3.2.1.30
CIPHER MODE COMMAND
This message is sent from the MSC to the BSS via the relevant SCCP connection associated with that MS transaction. It updates the encryption parameters for the concerned MS.

	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1
	MSC-BSS
	M
	1

	Layer 3 Header Information
	3.2.2.9
	MSC-BSS
	O (note 1)
	4

	Encryption Information
	3.2.2.10
	MSC-BSS
	M
	3-n

	Cipher Response Mode
	3.2.2.34
	MSC-BSS
	O
	2

	Kc128
	3.2.2.109
	MSC-BSS
	C (note 2)
	17

	NOTE 1:
This information element doesn't serve any useful purpose. MSCs should not send the information element unless it is required by the recipients (due to the need to interwork with older versions of the protocol). It is expected that in future versions of the present document, this information element will be deleted from this message.

NOTE 2:
This IE is included if anthe encryption algorithm requiring a 128 bits ciphering key (e.g. A5/4) is indicated as permitted in the Encryption Information IE.


”
Similar changes have to done for ASSIGNMENT REQUEST and HANDOVER REQUEST commands 
Moreover, in the inter-MSC handover, the interworking between the R9+ anchor MSC and the R8- target MSC must be considered. The R8- target MSC shall ignore the A5/4-A5/7 permissions received from the R9+ anchor MSC. Similarly, The R9 target MSC shall ignore the A5/5-A5/7 permissions received from the anchor MSC. This needs to be clarified in the TS 43.020.
3. Comparison of Solution 1 and solution 2
Only TS 48.008 restricts the 128 bit ciphering key to the A5/4 algorithm.
Solution 1 is "one size fits all". No matter how A5/5-A5/7 algorithms will be defined, no more changes for compatibility will be required. 
With solution 1, for the inter-MSC handover from the R8- anchor MSC to the R9+ target MSC, if the R8- MSC permits the A5/4 algorithm, the R9+ MSC can generate a 128 bit ciphering key for A5/4. 
With solution 2 the R8 MSC will not permit the A5/4 algorithm, which may lead to eventual selection of a weaker A5/x algorithm. On the other hand the Solution 2 stops Classmark 3 algorithms indications as close as their source as possible.
Solution 1 may be considered as the recommended solution.
4. Decision
We propose for SA3 to review the presented interoperability issue, select an appropriate solution, and communicate findings to the GERAN2 and CT1 groups.
