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1
Introduction
This is an update of the analysis provided in S3-100872 regarding how to select algorithms at IRAT HO to LTE when a new algorithm is added to LTE.
The proposed solution in S3-101281 and S3-101282 is also taken into account.

Since the handling of EIA0 was taken care of already in the SA3 ad-hoc in Riga it is not considered below.
2
Analysis
The term "default set" of algorithms is as defined in step 1 of clause 9.2.2 of TS 33.401 v9.4.0. That is, it is the set of algorithms that the MME assumes all UEs support during an IRAT handover from an SGSN which does not support LTE security capabilities. The definition was introduced by the CR in S3-090288.
2.1
Error case
Assume that a Rel-8 UE with UTRAN and LTE radio capabilities attaches in UTRAN to a Rel-7 SGSN. The UE is Rel-8 and hence supports only the following LTE algorithms: EEA0, EEA1, EEA2 and EIA1, EIA2. The UE signals this to the Rel-7 SGSN. The Rel-7 SGSN does however not know the Rel-8 IE that contains the LTE security capabilities and will therefore discard the IE. Now, if the UE performs an IRAT handover to LTE, the Rel-7 SGSN will not signal any LTE security capabilities for the UE to the MME. When the MME does not receive any LTE capabilities from the Rel-7 SGSN, the MME will assume that the UE supports all the algorithms in the default set. The MME will select one encryption algorithm and one integrity algorithm from the default set and activates these for the UE.
If new algorithms are added to the default set, the MME is free to select the new algorithms.  However, since the UE is assumed to be of Rel-8, it only supports EEA0, EEA1, EEA2 and EIA1, EIA2, so the IRAT handover will fail when the MME selects a newly added algorithm not supported by the UE.
The message sequence chart below illustrates the error case.
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2.2
Possible solutions
2.2.1
Option 1
Add a deployment requirement that for an SGSN to be able to perform IRAT handover to a Rel-11+ MME, the SGSN shall support to transfer the LTE security capabilities to the MME.  This is not a solution based on standards, but rather on implementation requirements and deployment.
Advantages:
· No change of existing mechanism in LTE networks. MME knows the UE security capabilities of all UEs and can hence select the appropriate security algorithms during the handover.
· No updates needed for terminals (apart from the new algorithm). Legacy terminals are also unaffected.
· "Seamless" security handover. No need to temporarily switch to EEA0 during handover (c.f. Option 3).
· Future-proof in the sense that new algorithms can be added using the same mechanism.
Disadvantages:

· Requires (software) updates of all SGSNs that are to interwork with MMEs. For example, a Rel-6 SGSN that is to be capable of IRAT HO to an MME needs an upgrade to understand the Rel-8 IEs related to the LTE security capabilities. There is no need to upgrade Rel-8 or later MMEs though. This is similar to the functionality required for HLRs that are used in LTE: they need to be updated to handle KASME derivation.
2.2.2
Option 2
Another option is that the UE that implements the new algorithms sets a bit in its GERAN or UTRAN security capability (carried in the MS Network Capability IE) to indicate this (e.g., taking one of the spare bits or the bit indicating support for GEA7 in the MS Network Capability IE).  These bits are not used and have no meaning for GERAN/UTRAN so far. Therefore, legacy GERAN/UTRAN equipment will take no action based on that these bits are set. Since the Rel-7 SGSN simply forwards the MS Network Capability IE to the MME, the MME would get the knowledge of that the UE supports the new algorithms.
This option allows the MME to select the new algorithm if the UE has implemented them and select only old algorithms for UEs only supporting the old algorithms.  Drawbacks are that it is an unclean protocol design and type-error to overload bits of the MS Network Capability IE with LTE functionality. That increases complexity of the system. Further, this would more or less be a "one-shot" solution. If further new algorithms are added to LTE, the existing bits in the MS Network Capability (that will be transferred from the Rel-7 SGSN) will not be sufficiently many to encode these.
Advantages:

· No updates necessary for SGSNs.
· No updates necessary for legacy terminals.
· "Seamless" security handover. No need to temporarily switch to EEA0 during handover (c.f. Option 3).
Disadvantages:

· New terminals need to add a special handling of the LTE security capabilities when in GERAN/UTRAN.
· MME needs to handle new algorithms differently depending on if they LTE security capabilities are received from an SGSN or an MME or UE in LTE. Also different behaviour for both UEs and MMEs between Rel-8, Rel-9, Rel-10 and how the behaviour is in Rel-11.
· Non future-proof and protocol-wise very unclean solution. Leads to complexity issues and higher risk of errors when LTE is extended in the future.
2.2.3
Option 3
A third option is to leave it as it is and not change any of the IRAT HO signalling.
This could then work as follows. Using the existing mechanisms of TS 33.401, the MME could select, e.g., EEA0 and EIA1 for the UE during the IRAT handover. The MME can then switch to the new algorithms after the MME has received the correct EPS security capabilities from the UE in the Tracking Area Update request.

The consequence of this is that, for a short while, possibly non-preferred (i.e., not the new algorithms) will be used after the handover. It would, however, not require any changes to the current mechanisms used at IRAT handover.

Advantages:

· No updates necessary for SGSNs, MMEs or UEs (apart from the new algorithm itself).
Disadvantages:

· May result in that the null encryption algorithm EEA0 is used temporarily after a handover, i.e., not "seamless" security at IRAT handover.
· Not really future-proof. This was the intentional way the mechanism was designed to work; it assumed that the default algorithms would be sufficient for temporary use until there was an activation of the new algorithms.
2.2.4
Option 4 (Solution from S3-101282)
The following description of the solution is taken from S3-101282 and slightly edited for readability.

For the AS protection:

1. The network indicates more than one EPS security algorithm to the UE in the Handover Command.

2. A UE that does not support the first EPS security algorithm shall select the second EPS security algorithm in the Handover Command. Such a UE shall indicate the selected algorithm in the Handover Confirm and integrity protect the message using the selected algorithm.

3. From now on, this UE would cipher any AS message using the selected algorithm. 

For the NAS protection:

1. The network indicates more than one EPS security algorithm to the UE in the NAS security container of Handover Command.

2. A UE that does not support the first EPS security algorithm shall select the second EPS security algorithm in the NAS security container. Such a UE shall indicate the selected algorithm in the TAU Request and integrity protect the message using the selected algorithm.

3. Upon receipt of the TAU Request message including the new selected algorithm IE, the MME performs a NAS security mode command procedure to take the EPS security context including the new algorithm into use.

Advantages:

· No updates necessary for SGSN.
· Future proof in the sense that further algorithms can be added with the same scheme.
Disadvantages:

· Necessary to update NAS and RRC protocols on new UEs on MMEs and on eNBs. 
· The UE is now the entity selecting the algorithms to use for NAS in the TAU request. This changes the model for algorithm selection in LTE, where it is the MME that selects algorithms. The corresponding holds for AS. Is this guaranteed to be secure?

· Protocol-wise much more complex than just upgrading the SGSNs as proposed in option 1, but no more powerful. 
· In SA3#61, an action point was given to all terminal vendors to look into if the solution works with legacy terminals. The term "legacy" here means any LTE capable terminal produced before introduction of the solution. This needs to be resolved.
3
Conclusions
Some conclusions can be drawn from the above:
· Option 4 provides no more advantages than option 1, but instead introduces changes in more nodes and requires bigger changes to the protocols. Conclusion 1: Option 4 should not be selected.
· Option 2 changes the meaning/interpretation of IEs in UTRAN protocols to carry LTE information. This is very unclean protocol behaviour and could lead to, not only implementation errors, but also "locks" the system so that it may be difficult to sensibly extend it in the future. In option 2 it is the UEs and the MMEs that have to be updated with the new quirky behaviour. Compare this to Option 1, where only old SGSNs are upgraded to handle a new IE in the same way that Rel-8 SGSNs does. Conclusion 2: Option 2 should not be selected.
· This leaves us with either option 3 (using the system as it was intended to be used) or to optimize it so that a new algorithm can be used directly during an IRAT handover by upgrading the SGSNs as described in option 1. This choice could in fact be done gradually: we can start with option 3 and accept that for a short period a non-preferred algorithm is used after the handover and then upgrade the SGSNs at a rate that seems sufficient.

4
Proposal

It is proposed that Option 3 is chosen and that no updates are made to TS 33.401. It can be left as a proprietary implementation option if SGSNs of Rel-7 or earlier shall be upgraded to support the LTE security capabilities. Legacy SGSNs (Rel-7 or earlier) can be updated with only this Rel-8 functionality at a rate that seems fit.
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