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Abstract of the contribution:
This contribution is a pCR for the key issue of the Group Based Optimization.
1. Introduction

This contribution is a pCR for the key issue of the Group Based Optimization.
2. Discussion
In TS 22.368, it has specified that:

- The system shall be optimized to handle MTC Groups. The system shall provide a mechanism to associate an MTC Device to a single MTC Group.

In most cases, MTC devices as a group unit usually charge inexpensively for such traffic, thus, when an attacker impersonates a device belonging to the particular MTC group to send message or get information and etc., the operator will deem that its cost is the real device’s. So the system shall be able to check whether an attacker impersonate the device or not. That is, MTC device should be validated whether it is a valid UE of MTC Group in the MTC system.
3. Proposal

It is kindly asked SA3 to discuss and agree section 2.
===============Begin of Change==============

5.2
Key Issue – Group Based Optimization

5.2.1
Issue Details

SA2 has defined the group optimization in the 5.1 of 23.888. MTC devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
Group based optimization may include many optimizations, e.g. group based charging, group based signalling saving and so on. As group based addressing can significantly reduce the overhead of network resource, it may be required to protect group messages. The requirements and solutions for group based protection need to be studied further. 

For the MTC devices in one group, each may need to communicate with the network individually so an independent session key for each device may be needed. 

5.2.2
Threats

An attacker can impersonate a MTC device belonging to a particular MTC group to get information. Therefore a mechanism should be provided to prevent such attacks.
5.2.3
Security Requirements

A MTC Group is a group of MTC devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group shall be identified uniquely across 3GPP networks.
MTC device should be validated whether it is a valid UE of MTC Group in the MTC system.
===============End of Change==============

