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Abstract of document:

The technical report contains an analysis of different security improvements which can be added to UTRAN to improve security, especially for collapsed architectures where the RNC functionality is co-located with the NodeB.
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Outstanding Issues:
The main part missing is analysis of how much security is gained by each security improvement compared to how much change is necessary to existing nodes and protocols. Furthermore, conclusions on which security improvements provide an advantage over existing mechanisms in terms of cost versus security gain need to be drawn. SRVCC needs to be taken into account.
The proposed security improvements are described in detail. However, the following points needs to be addressed:

Remaining work on solution 1:

· Define if a counter, nonce(s) or other freshness parameter should be used for KRNC derivation.

· Especially: if a one sided nonce protocol is used, it must be shown that no replay attacks are possible.

· Check if capability negotiation is missing in any of the procedures.

Remaining work for solution 3:

· Verify if any more existing messages are affected at IRAT mobility cases.

Contentious Issues:

What can become contentious is to conclude how much security is gained by each security improvement compared to cost and the change necessary to existing nodes and protocols. 
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