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1. Introduction 
This contribution provides comments on the following contribution: 
· S3-101302 “Clarification of sharing IMPI across multiple UEs” (Rel-10 CR to 33.203) by Ericsson, ST-Ericsson;

A companion contribution S3-101390 provides comments on two proposed reply LSs in 1301 and 1350. 

The CR in S3-101302 is based on the claim that “there are no security reasons why the same IMPI cannot be registered from multiple UEs simultaneously in case of SIP Digest and NBA.” (taken from cover page of 1302). This commenting contribution shows that this claim is in conflict with the current version of TS 33.203. 
Changes to TS 33.203 to make this claim compatible with the TS would constitute a functional modification and could be done only for Rel-11. This contribution contains further remarks about the complexities of this functional modification.
2. Problems with operation of SIP Digest when sharing an IMPI 
Assumptions in TS 33.203 regarding the relation of IMPI and UE: 

The current description of SIP Digest in Annex N of TS 33.203 was written with the case of one UE per IMPI in mind as can be seen from the following sentences in 33.203, N.2.1.1 [highlighting in bold face added by author]:
“At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.” 
“Since there can be only one registered instance of an IMPI at any point in time, the registering IMPU in this case cannot be shared across multiple UEs.”
“In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar, i.e. the S-CSCF, cf. figure N.1, which will perform the authentication of the user.”

While this could be dismissed as a pure matter of wording it shows that the case of several UEs sharing one IMPI was not considered when the specification for SIP Digest was written. It would therefore be prudent to thoroughly review the relevant parts of the specification with the new feature “IMPI sharing” in mind. And, in fact, this contribution already identifies several problems, namely with the use of the SIP Digest “nonce-count” mechanism, with interleaving registrations, and with password change. We do not claim that the list is exhaustive.  

Problem with the use of nonce-count for simultaneously active UEs: 

The nonce-count is a counter maintained between the client and the Digest server counting the number of Digest values computed with the same nonce. The use of nonce-count avoids the server having to challenge the client each time a request is sent and hence saves one roundtrip each time.  The nonce-count provides variability to the input of the Digest and prevents replay when the nonce is re-used. 
TS 33.203, N.2.1.2 strongly recommends the use of the nonce-count mechanism by the UE for non-registration requests: “When the UE is to send a non-REGISTER SIP request it should first check whether it has a digest challenge stored which was previously received in a Proxy-Authenticate header. If such a digest challenge is available in the UE the UE should use it together with the nonce-count mechanism…”. In contrast, the text in TS 33.203, N.2.1.1 asks for every registration request to be challenged by a fresh nonce. 
TS 33.203, N.2.1.1, states for registration requests: “The S-CSCF generates a random nonce, stores H(A1) and the nonce against the IMPI,…”.  A similar requirement is not explicitly stated in N.2.1.2 for non-registration requests, but it is clear that the S-CSCF has to store the nonce against the IMPI for SIP Digest to work. And nothing is stated that the nonce shall be stored against the IMPI combined with some additional information. 
Furthermore, the S-CSCF is free, according to its policy, to challenge every non-registration request, cf. NOTE 2 in N.2.1.2: “According to RFC 2617 [12], the S-CSCF may send a 407 (Proxy Authentication Required) as a response to any non-REGISTER request, indicating that the nonce is stale and the digest response shall be recomputed using the fresh challenge sent in the same 407 message.” But an S-CSCF compliant to the current TS 33.203 will overwrite the old nonce stored against an IMPI when it creates a fresh nonce for that IMPI. In fact, it would be bad security practice not to do so as not doing so would allow the client to still use the old nonce although it was considered stale by the S-CSCF. 
Then we have a problem when UE1 and UE2 share an IMPI: when UE1 sends a non-registration request the S-CSCF sends nonce1 to UE1. Some time later, UE2 sends a non-registration request, and the S-CSCF replies by sending nonce2 to UE2 and overwrites nonce1. When then UE1 sends another non-registration request, using nonce-count with nonce1, the S-CSCF will expect nonce2, and the Digest check will fail. The S-CSCF will then challenge the non-registration request sent by UE1 with a nonce3 overwriting nonce2. Consequently, the next non-registration request sent by UE2 will have to be challenged etc. This means that the use of the nonce-count mechanism with proxy-authentication for non-registration request is seriously impaired, which will lead to inefficiency and contradicts the requirement in N.2.1.2 that it should be used. 

Problem with interleaving registrations: 

Assume that UE1 sends a registration request to the S-CSCF. The latter will reply with sending nonce1 to UE1. Shortly after, UE2 sends a registration request that arrives at the S-CSCF before the reply from UE1. The S-CSCF then sends nonce2 to UE2 and overwrites nonce1 as it stores only one nonce against the IMPI, cf. previous section. When the reply from UE1 then arrives the Digest check will fail. Then, according to 33.203, N.2.3, the S-CSCF reacts by sending a nonce3 to UE1, overwriting nonce2. If the reply from UE2 arrives in the meantime, the check will also fail, and the S-CSCF will send nonce4 to UE2, etc. It can be hoped, of course, that eventually a full registration procedure can be completed for one UE before there is a new request from the other UE as registrations are less frequent than non-registration messages. This would resolve the situation. But, nevertheless the possibility of such unintended loops is not a nice feature. 
Potential remedies:
The instance-id identifies an individual UE. Therefore, TS 33.203 could be amended in such a way that the text requires the S-CSCF to store the nonce, and all other relevant Digest parameters such as nonce-count, against the IMPI and the instance-id. This implies that the problems above are not necessarily show-stoppers for future releases, but they show that the sharing of an IMPI across UEs is not compatible with the current version of TS 33.203. 
Furthermore, such a remedy would imply that several Digest state machines would have to be maintained in the S‑CSCF per IMPI, one for each instance-id. This would mean added complexity, and this increase in complexity should be pointed out to SA2 and CT1.
3. Problems with SIP Digest password change

When several UEs share an IMPI they are assumed to use the same password. There is nothing in TS 33.203 about retrieving several passwords from the HSS for one IMPI. On the other hand, password changes may become necessary from time to time. Then the problem arises of how to synchronize the password change among all the UEs sharing one IMPI, or rather the users using these different UEs. It can be expected that a simultaneous password change for all UEs and users may be practically very difficult. 
Therefore rules would have to be introduced how to manage password change. 

There are some rules in TS 33.203, N.2.5 on “Support for dynamic password change”, but this clause was again written with one IMPI per UE/user in mind. While it allows for an S-CSCF to keep two passwords for one IMPI for a certain period it does not foresee the HSS to hold two passwords, old and new, for one IMPI. 
4. Conclusion

SA3 is asked to reject the CR in S3-101302 because

· It is based on the false premise that “there are no security reasons why the same IMPI cannot be registered from multiple UEs simultaneously in case of SIP Digest and NBA.”

· Any change allowing the sharing of an IMPI among UEs is not a clarification, but a functional modification, and can therefore be agreed only for Rel-11 and later releases. 









