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7.7.3 Relay Node Security
1
Introduction
In this contribution we discuss the attack presented in S3-101103 and add a description of a countermeasure.
2
The attack
The attack is to try to create a situation when AS keys are reused. Leading to a two-time pad. In this case it is assumed that the attacker is in control of the Un interface and is able to record and inject messages there and at the same time have control of the RN to UICC interface and is able to record and inject messages there. The attacker replays a recorded NAS Authentication procedure which is unprotected and for which the attacker has recorded the used Ck, Ik, on the RN to UICC interface. The injects the recorded Ck, Ik on the RN to UICC interface. This attack would then result in calculation of the same AS keys as in the recorded event as KO when KO is reused. The procedure as such cannot be stopped but it can be detected and thus the tentative information leakage from the two time pad can be prevented by not sending any user data over Un before the RN has been reassured that the entity on the other end of the Un interface is the same as at the previous authentication.
3
Countermeasures
The attack as such cannot be stopped but it can be detected and thus the tentative information leakage from the two time pad can be prevented by not sending any user data over Un before the RN has been reassured that the entity on the other end of the Un interface is the same as at the previous authentication. To validate this it is sufficient to get assurance that the DeNB has the same security context for AS protection. After a successful NAS Authentication procedure when an existing KO shall be reused, the DeNB shall send a message giving the required assurance. No user data shall be sent over Un before the validation has taken place. When IPSec or TLS is used it would suffice to send an confirmation message inside the provided secure tunnel. If the integrity of the message is OK the RN can be assured that it is talking to the correct DeNB. Another option is to use a S1 procedure to transport the confirmation message. The exact method is ffs and should be decided by RAN to ensure that performance impacts are negligible.

4
Proposal

It is proposed that the pCR below shall be approved for inclusion in the TR.
5
pCR

<***** Start of changes *****>

10.9.2.2.5
KeNB chaining, change of KO and change of IPsec SAs

Change of KeNB
In case there is an intra-eNB handover (or any type of handover for that matter), the KeNB is chained via a horizontal key derivation of derived via a vertical key derivation. This implies that the keys used to protect the AS traffic, i.e., KUPenc, KRRCenc and KRRCint needs to be re-derived.  This is the normal behaviour at handover.  If KO-bound AS security context is activated, the RN and the DeNB re-derive the new AS protection keys using as normal, except that the current value of KO that was used previously is input into the KDF as well. Hence, a handover with re-derivation of the KeNB causes no issues for the KO-bound AS security context.

Change of KO

The DeNB may choose to send down a new KO to the RN for the reason of achieving key refresh. If so, the RN and DeNB shall continue using the old KO until it is signalled from the DeNB to the RN that a switch shall be made to the new KO. It seems reasonable to use an intra-eNB handover to signal this change, but it is left to the stage 3 protocol groups to decide the exact measure to make the switch of keys.  A key identifier to keep track of KOs may be needed.

Change of IPsec SAs

The DeNB is in control of when to run IKEv2, when to change the SPI in the ESP packets and when to send a new KO to the RN. Hence the DeNB can, and shall, ensure that there is not a simultaneous change of KO, IPsec SAs or KeNB. When the DeNB ensures this, there is no risk of a race condition when it is unclear which keys are used.

Note: End-to-end NAS security relies on keys that are vulnerable on the RN-UICC interface. If these keys are eaves-dropped on the RN-UICC interface, the NAS security relies on the secure environment on DeNB, and on the AS security and S1 security. 

Editor’s note: Further consideration on the security of NAS message in Phase II that can be sent before AS security is established is needed.

Validitation of security context after NAS Authentication procedure

After successful NAS Authentication procedure without generation of a fresh offset key it is necessary to validate that the DeNB has the same security context for AS protection as the RN will have; this to assure the RN that it communicating with the same DeNB as before.  No user data shall be sent over Un before the validation has taken place. When IPSec or TLS is used it suffices to send a confirmation message inside the provided secure tunnel. Verification of the integrity of the sent message would give the required assurance. Another option is to use a S1 procedure to transport the confirmation message. The exact method is ffs and should be decided by RAN to ensure that performance impacts are negligible.
10.9.2.3
Analysis of protection against identified threats

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB following the procedures for eNBs as described in clause 11 of TS 33.401[2], i.e., both confidentiality and integrity protection is provided by ESP.. The integrity protection prevents attacks 1 and 4b and the confidentiality protection prevents attack 3 completely for signalling traffic while user plane traffic only is confidentiality protected by the AS confidentiality protection provided by PDCP. However, this is according to accepted principles for user plane traffic protection over the Uu air interface. The overhead caused by the IPsec is negligible as there is little signalling compared to user plane traffic. AS level security efficiency is as for Uu protection mechanisms. 

As the AS level security is bound to credentials directly on the RN, meaning that the RN is platform authenticated at the network access layer,  all of the threats 2, 4c, 4d are mitigated.

For threat 5, first note that NAS signalling from the RN to the Relay-UE's MME will use keys derived from the KASME obtained by the LTE authentication (EPS AKA) procedure performed using the USIM. These keys may be exposed if the interface between the UICC and the RN is unprotected. However as NAS messages are tunnelled in the AS they will be protected by the modified AS security context (as soon as it has been established). Thus there is no possibility for an attack on Un to succeed in modifying the NAS signalling from the RN to the Relay-UE's MME and, as we have described above, the AS signalling is also protected. Thus threat 5 is countered by this solution.

With respect to Threat 7 it can be noted that if an attacker removes the USIM, the RN without USIM cannot be authenticated by the network, which means that the legal RN cannot connect to network and provide services. This would be equal to any other denial of service attack like disturbing or eliminating the radio connectivity. An attacker could also insert the USIM into another RN, but if the identities of the RN’s used to track the topology of the access network are based on the RN identities carried in the RN certificates, no networking problems will occur.
One attack is to try to create a situation when AS keys are reused which would leading to a two time pad. In this attack it is assumed that the attacker is in control of the Un interface and is able to record and inject messages there and at the same time also have control of the RN to UICC interface and is able to record and inject messages there. The attacker replays a recorded NAS Authentication procedure which is unprotected and for which the attacker has recorded the used CK, IK, on the RN to UICC  interface. The attacker injects the recorded CK, IK on the RN to UICC interface. This attack would then result in calculation of the same AS keys as in the recorded event as KO when KO is reused. The attack as such cannot be stopped but it can be detected and thus the tentative information leakage from the two time pad can be prevented by not sending any user data over Un before the RN has been reassured that the entity on the other end of the Un interface is the same as at the previous authentication. For countermeasures see clause 10.9.2.2.5.

<***** End of changes *****>
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