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1
Introduction
This contribution discusses solution 9 with respect to the security of NAS message in Phase II which are sent before AS security is established. It complements S3-101056 in that it reviews more in detail what an attacker can achieve by modifying NAS messages. The attack is described by:

1. The attacker breaks into the RN (but not the secure environment) and can snoop the RN-UICC interface.

2. The attacker gets hold of CK/IK and can hence also derive KNASint and KNASenc.

3. The attacker now breaks into the DeNB and is also able to break into the secure environment of the DeNB
4. Since the NAS messages from the RN are not protected by the AS security over the Un interface in the secure environment the attacker can modify/read/inject NAS messages.

2
Attacks on NAS messages

The NAS messages and procedures are described in TS 24.301.  The following list gives a quick walk through of the procedures and discusses issues when the message flow in the procedure can be manipulated:
· GUTI reallocation procedure

Information in GUTI can be modified which would incur inconsistencies between UE and MME data.  When a UE later is sending this modified GUTI to the network it may lead to that that the network assumes that the UE comes from somewhere where it has not been. When the network tries to fetch the corresponding security context it doesn’t exist or will be for some other user and this will in the end lead to that the UE has to be reauthenticated.

GUTI information is also used in the key derivation of KASME. If the RN has a faulty GUTI it would thus derive a KASME that wouldn't match the one in the MME. Signalling will thus fail and the RN has to be reauthenticated.

The attacks would thus lead to a disturbance in the connection of the UE but the system will recover.

· Authentication procedure

The authentication procedure can be run unprotected and should be sufficiently robust not to incur serious problems if messages are modified. 

If an attacker makes changes to the procedure it will fail and the RN will be not be allowed network access. 

· Security mode control procedure

Here we have, in a general setting, a serious threat as the security mode command procedure controls which protection algorithm to use. Thus, a bidding-down attack can be launched. 

A countermeasure is to configure the RN to only support/accept strong algorithms. This issue will be discussed below.


· Identification procedure

The identification procedure can be run without integrity protection and must be sufficiently robust to withstand attacks as is. However, when requesting IMEI the request shall be integrity protected. 

Reporting an erroneous IMEI could, for a RN, mean that it would be blocked, but for RNs the decision of blocking the entity should be based on the RN Device authentication, so this is only a problem if the RN device authentication in someway depends on the reporting of the IMEI and this is not the case for solution 9 as device certificates are used.

Attacking the identification procedure should thus at most lead to a denial of service attack.


· EMM information procedure

The purpose of sending the EMM INFORMATION message is to allow the network to provide information to the UE. The message implementation is optional in the network. The UE may use the received information if the UE supports implementing this message.

This procedure is optional and if used it should be made clear that the procedure using it should be designed not to give rise to any serious attacks if the information content is modified or intercepted. A radical solution is to require that it isn't used at all. 


· Attach procedure

Modification of an attach message could only lead to that the network assumes that another entity than the RN is trying to attach and this would result in that the attach fails.

 Attacking the attach procedure should thus at most lead to a denial of service attack.

· Detach procedure

Modification or injection of a detach message could be used to disrupt the RN service. 


· Tracking area updating procedure (S1 mode only)

If a tracking area update is modified it may give the network false information about the RN. 

This could lead to service disruption. However, the main threat here seems to be that this procedure is initiated in a location different from where the RN is.

· Service request procedure

A modified service request could lead change in requested bearers etc. This could lead to inconsistent states in the MME and the RN. A consequence could then be that the DeNB is misconfigured by the MME. 

The effect should be that of a denial of service attack.



· Transport of NAS messages procedure

Will not be used in for relays as it is intended for carrying SMS.


· Generic transport of NAS messages procedure

The purpose of the generic transport of NAS messages procedure is to carry protocol messages from various applications (e.g., an LCS application to send an LPP message or a location service message) in an encapsulated form between the MME and the UE. The procedure may be initiated by the UE or the network and can only be used when the UE is attached for EPS services and is in EMM-CONNECTED mode.

If this procedure is used it should be made clear that the procedure using it should be designed not to give rise to any serious attacks if the information content is modified or disclosed. 
3
Discussion

Looking at the above analysis we mainly see DoS attacks.  However the following issues have to be handled

· Modification of security mode command. This seem to be the most serious attack as that would possibly allow an attacker to chose a weak algorithm for NAS/AS protection. 

The countermeasure to the bidding down attack is to, by administrative means, limit the allowed algorithms to secure ones. Note that Un is an operator internal interface acting as a backhaul. The RN (and DeNB) should thus be provisioned with the allowed sets of algorithms from the O&M system and these sets should only contain strong algorithms. The situation is the same as that for the backhaul protection for eNBs. There IPSec is used and an operator would not allow use of weak algorithms and the means to enforce this is to remove the weak algorithms from the set of negotiable algorithms in IKE.

There is of course no possibility to protect the NAS signaling inside the DeNB secure environment and thus a compromised DeNB could make all kinds of modifications to the NAS signaling. However if the RN gets its allowed set of algorithms from the O&M system, just like DeNBs and MMEs, then even a compromised DeNB could not perform a bidding down attack.

· Ensure that EMM information is not used to send information that, if it is modified, would lead to more serious effects than a recoverable service disruption. 

· Ensure that the procedure Generic transport of NAS messages is not used to send information that, if it is modified, would lead to more serious effects than a recoverable service disruption.
Handling the listed issues as indicated above would reduce the effects of a NAS attack to that of denial of service and here one should note that attacks resulting in denial of service seem just as easy to perform without having to compromise a DeNB.

4
Proposal

It is proposed that it is agreed that in view of 

· That it is very unlikely that the secure environment of a DeNB can be compromised

· That a DeNB compromise used to attack NAS signalling would only result in DoS attacks when the described countermeasures are implemented. 

· That denial of service attacks could just as easily be performed by other means in a compromised DeNB or external to a DeNB.
the NAS attack in a compromised DeNB is no show stopper for solution 9. It is also proposed that the pCR below is approved.

5
pCR

<***** Start of changes *****>

10.9.2.2.5
KeNB chaining, change of KO and change of IPsec SAs

Change of KeNB
In case there is an intra-eNB handover (or any type of handover for that matter), the KeNB is chained via a horizontal key derivation of derived via a vertical key derivation. This implies that the keys used to protect the AS traffic, i.e., KUPenc, KRRCenc and KRRCint needs to be re-derived.  This is the normal behaviour at handover.  If KO-bound AS security context is activated, the RN and the DeNB re-derive the new AS protection keys using as normal, except that the current value of KO that was used previously is input into the KDF as well. Hence, a handover with re-derivation of the KeNB causes no issues for the KO-bound AS security context.

Change of KO

The DeNB may choose to send down a new KO to the RN for the reason of achieving key refresh. If so, the RN and DeNB shall continue using the old KO until it is signalled from the DeNB to the RN that a switch shall be made to the new KO. It seems reasonable to use an intra-eNB handover to signal this change, but it is left to the stage 3 protocol groups to decide the exact measure to make the switch of keys.  A key identifier to keep track of KOs may be needed.

Change of IPsec SAs

The DeNB is in control of when to run IKEv2, when to change the SPI in the ESP packets and when to send a new KO to the RN. Hence the DeNB can, and shall, ensure that there is not a simultaneous change of KO, IPsec SAs or KeNB. When the DeNB ensures this, there is no risk of a race condition when it is unclear which keys are used.

NOTE: End-to-end NAS security relies on keys that are vulnerable on the RN-UICC interface. If these keys are eaves-dropped on the RN-UICC interface, the NAS security relies on the secure environment on DeNB, and on the AS security and S1 security. 


<***** End of changes *****>
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