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Abstract of the contribution:

A solution for CN and RAN level key seperation when interworking with GERAN for the UTRAN KH is proposed in this contribution.

1 Introduction
This contribution proposes the details of how solution 1 could be made to interwork with GERAN. 
The main principle of this interworking with GERAN is that the behaviour of SGSN associated with GERAN is just the same as specified in TS 33.102, except that some parameters (eg., target network UKH capability, the fresh parameter used to derive KRNC) need to be sent to UE via source network. 
2 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR33.859. 

************************** start of 1st changes ************************
5.1 
Proposed solution 1
5.1.x Inter-working with GERAN procedures
5.1.x.1 General 

When interworking with GERAN, HSPA+ system should be compatible with GERAN system. All the key materials that will be used later should be derived in HSPA+ system.
SGSN+/RNC+ should derives enhanced UMTS cipher/integrity keys CKU and IKU based on CK and IK        

· SGSN+ derives KRNC from UMTS cipher/integrity keys CK and IK, which are then forwarded to the target RNC+.
· The RNC+ derives enhanced UMTS cipher/integrity keys CKU and IKU from KRNC.

5.1.x.2 Attach, RAU and Service Requests 

An SGSN receiving such an initial layer 3 message may need to fetch the UE context from another SGSN.
When the new SGSN+ requests the UE context from the old SGSN, the old SGSN pass the GSM cipher key Kc to the new SGSN+, SGSN+ derives UMTS cipher/integrity keys CK and IK from the GSM cipher key Kc, and SGSN+ derives KRNC from CK, IK and the fresh parameter, which are then forwarded to the target RNC+. The RNC+ derives enhanced UMTS cipher/integrity keys CKU and IKU from KRNC as described in clause 5.1.3.1.
When the new SGSN requrests the UE context from the old SGSN+, the old SGSN+ derives GSM cipher key Kc based on CK and IK, and pass the Kc to the new SGSN just the same as describled in TS 33.102.

5.1.x.3 Handovers 

5.1.x.3.1 Handover from GERAN to enhanced UTRAN
In case of an intersystem change to an enhanced UTRAN controlled by the same or another SGSN, (i.e.enhanced SGSN or SGSN+), the IK and CK derivations are the same as TR 33.102 defined. After SGSN+ gets IK/CK, it derives KRNC from CK, IK and the fresh parameter, which are then forwarded to the target RNC+. The RNC+ derives enhanced UMTS cipher/integrity keys CKU and IKU from KRNC as described in clause 5.1.3.1.
ME+ shall operate the same as the target network to derive IKU/CKU after it receives the HO Command message which indicates the target RNC supports the enhanced security. 
5.1.x.3.2 Handover from enhanced UTRAN to GERAN 
In case of an intersystem change to a GERAN controlled by the same or another SGSN, (i.e.enhanced SGSN or SGSN+), all the operations are just the same as describled in TS 33.102.
************************** end of 1st changes *************************

