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Introduction

This contribution analyses the topic of “Simultaneous registration of a single private ID from different UEs” proposes a reply LS to CT1 and SA2. A companion CR implements a clarification to TS 33.203.
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1. Overall Description:

SA WG3 thanks CT WG1 and SA WG2 for their LSs on Simultaneous registration of a single private ID from different UEs. 
CT1 had the following action to SA3 

 “3GPP CT1 kindly asks SA3 to provide guidance on the security implications related to the above question and to confirm which UE to private user identity relationship exists and is specified for IMS UEs.”
SA2 had the following action to SA3 

 “3GPP SA WG2 kindly asks SA3 to study the potential security implications of allowing multiple UEs to simultaneously use the same Private User Identity, for UEs using other access networks than those specified in 3GPP, and to provide some recommendations on this question.”

SA3 would like to provide the following analysis to SA2 and CT1.

Several authentication mechanisms have been specified for Common IMS: 

· IMS AKA which can be used over 3GPP specified access networks as well as non 3GPP access networks
· GIBA which can be used over 3GPP specified access networks

· SIP digest (with or without TLS) which can be used over non 3GPP specified access networks 
· NBA which can be used over certain fixed non-3GPP access networks
The following alternatives are identified regarding how the Private User Identity (IMPI) is obtained in different IMS authentication mechanisms in the context of “Common IMS”:

· IMS AKA over 3GPP access
· IMPI stored in ISIM in UICC, or
· IMPI derived from IMSI (UE includes USIM (UICC))
· IMS AKA over non 3GPP access (including 3GPP2 access)
· IMPI stored in ISIM in UICC, or
· IMPI stored in IMC in terminal (only 3GPP2 access), or
· IMPI derived from 3GPP2 access network identity 
· GIBA over 3GPP access

· IMPI derived from IMSI (UE includes USIM/SIM (UICC))
· SIP digest (with or without TLS) over non 3GPP access

· IMPI derived from IMPU for non-IMS terminals, or
· IMPI stored in terminal for IMS terminals
· NBA which can be used over certain fixed non-3GPP access networks

· IMPI derived from IMPU 

· IMPI stored in terminal
It can be seen that for IMS AKA and GIBA IMPI is received from either UICC/IMC or derived from a mobile access network identity stored on a UICC (or possibly also on UIM/R-UIM in case of 3GPP2 networks). 
Sharing of credentials and identities between multiple UEs has not been allowed in mobile networks due to different fraud scenarios and also due to the practical fact that AKA sequence number handling would fail if the credentials would be shared among UEs. Therefore, for these authentication mechanisms (i.e. IMS AKA and GIBA) it is not possible for multiple UEs to share the same IMPI. For GIBA there is also the restriction that only one contact IP address is associated with one IMPI, which alone prevents sharing of IMPI between different UEs.
For SIP digest and NBA, IMPI is received from the terminal or derived from the IMPU. In particular, there is no relation to UICC or mobile access network identities or credentials in these cases. SA3 sees no security reasons to restricting the use of the same IMPI to one UE only for these authentication mechanisms. However, in case of NBA there is an additional restriction that the UEs need to be in the same location to enable location based authentication.
SA3 has agreed on a CR S3-10xxxx (attached) which implements the conclusions of SA3 in TS 33.203.
2. Actions:

To SA2 and CT1:
ACTION: 
3GPP SA3 kindly asks SA2 and CT1 to take the information into account and update their specifications accordingly as appropriate.
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