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Abstract of the contribution:
This contribution discusses the threats and the potential solution for the key issue- Overload control.
1 Introduction
Overload/congestion control is one of the MTC features. MTC related signalling congestion and overload is an urgent issue that network operators are currently facing. This contribution discusses the threats and the potential solution for the key issue.
2  Analysis

2.1 Issue analysis

In order to combat signalling congestion, network nodes shall be able to reject or prevent attach or connection requests. The challenge is to block the traffic of the particular MTC application(s) that is causing the congestion, without restricting non-MTC traffic or traffic from other MTC applications that are not causing a problem. SA2 has designed several solutions for it. The aim of these solutions is when the network finds that the UE is a MTC device that causes congestion or the UE is a low priority MTC device, it will reject the connection request. So two indicators are used, i.e. MTC indicator and low priority indicator.   
When requesting access to the mobile network, a UE shall provide its currently enabled indicators to the network. There exist security threats if the indicators are sent without any protection. The attackers can tamper with the low priority indicators to the normal state to let many MTC devices connect when the network setup congestion control mechanism. The problem is serious since nowadays congestion is the most urgent issue that operators face.Vise verse, if an attacker adds a fake low priority indicator in the request sent by normal UEs, the service of normal UEs (esp. some VIP users) is maliciously degraded. 
So it requires that the indicators shall be protected when sent, especially integrity protection.

2.2 Potential solutions

It is decided by SA2 and CT1 that MTC indicator and low priority indicator are carried in the attach request and LAU/RAU/TAU request. However, attach request and LAU/RAU/TAU request can not be protected initially at the very first beginning, i.e. when MTC device connects to the network for the first time, because MTC device would not have any valid security context. 
But if the UE has valid security context, the Attach Request and LAU/RAU/TAU request shall be integrity protected by the NAS-MAC according to TS33.401. So the current LTE mechanism can be used to protect the indicators.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to include the key issue and potential solutions into TR33.8xx. 

*************************************************Begin of First change*************************************************

5.X Key Issue-Congestion Control
5.X.1 Issue Details
In order to combat signalling congestion, network nodes shall be able to reject or prevent attach or connection requests. The challenge is to block the traffic of the particular MTC application(s) that is causing the congestion, without restricting non-MTC traffic or traffic from other MTC applications that are not causing a problem. SA2 has designed several solutions for it. The aim of these solutions is when the network finds that the UE is a MTC device that will cause congestion or the UE is a low priority MTC device, it will reject the connection request. So two indicators are used, i.e. MTC indicator and low priority indicator.   
5.X.2 Threats

When requesting access to the mobile network, a UE shall provide its currently enabled indicators to the network. There exist security threats if the indicators are sent without any protection. The attackers can tamper with the low priority indicators to the normal state to let many MTC devices connect when the network setup congestion control mechanism. The problem is serious since nowadays congestion is the most urgent issue that operators face. Vise verse, if an attacker adds a fake low priority indicator in the request sent by normal UEs, the service of normal UEs (esp. some VIP users) is maliciously degraded. 
5.X.3 Security requirements
MTC indicator and low priority indicator shall be integrity-protected when sent.
*************************************************End of First change*************************************************

*************************************************Begin of Second change*******************************************

6.X Solutions for Congestion Control

Current LTE mechanism should be used to protect MTC indicator and low priority indicator. If the UE has valid security context, the Attach Request and LAU/RAU/TAU request shall be integrity protected by the NAS-MAC according to TS33.401.
However, attach request and LAU/RAU/TAU request can not be protected initially, i.e. when MTC device connects to the network for the first time, because MTC device would not have any valid security context.  
*************************************************End of Second change*********************************************

