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Abstract of the contribution:
Key interaction on Un interface should be classified into three types.Clarify the mapping relation between solutions and the new added scheme.
1. Introduction

On key interaction of Un interface, a note says that it is ffs how the solutions mapped to the two schemes – more schemes are needed to fully categorise all the solutions. As only solution 4, 5, 7a, 8, 9, 11, 12 are still open, this contribution clarifies the mapping relation between the schemes and the still-alive solutions.
2. Analysis
2.1 Mapping relation of the agreed schemes and the reserved solutions 

Two schemes have been introduced, they are:

· Scheme A: keys of IPsec and AS are independently generated using existing mechanism

· Scheme B: IPsec keys are derived by AS keys
The mapping relation is:

Solution 4,11,12 belongs to scheme A even though 11 and 12 do not generate any IPsec keys, solution 7a belongs to scheme B. 
2.2 A new scheme and the mapping relation analysis
· A new scheme is to be introduced to cover all the remaining still-alive solutions:
· Scheme C：AS keys are bound to RN device related keys

Solution 5, solution 8 and solution 9 would map nicely into this scheme for the following reasons:
1. solution 5

In solution 5, enhanced AKA is adopted for the binding authentication of UICC and RN platform. And a device_temp_key which is encrypted with RN’s public key and sent from MME to RN during AKA is introduced to implement the device authentication. Finally, the device_temp_key as well as KASME is used to derive the KASME_D, which is the root key for deriving all the NAS keys and AS keys. 

The calculation of KASME_D is as follows: 

KASME_D = KDF (device_temp_key ||KASME, network nonce || device_nonce)

where KASME is the one freshly generated as part of the EPS AKA authentication. KASME_D is treated same as the KASME in E-UTRAN.

Though the AS keys are not directly updated by RN device related key, it is clear that device_temp_key places a part in the AS keys derivation, e.g. by participating in KASME_D derivation.

2. solution 8

In solution 8, a device symmetric secret key Krelay must be securely stored in the relay device and in the network side (HSS or MME-RN). The Krelay will finally be used to derive the master session key KASME_relay :
KASME_relay = KDF( Krelay, K_ASME || IDy || … other parameters …)
 IDy is the specific identifier for this KDF.

Same as solutin 5, the AS keys are not directly updated by RN device related key.But Krelay still places a part in the AS keys derivation, e.g. by participating in KASME_relay derivation.

3. solution 9

In solution 9, a key Ko is generated by DeNB and transmitted to RN in the IPsec tunnel which is implicitly bound to RN platform authentication. And the key Ko is included to the KDF input for the KRRCint, KRRCenc, and KUpenc as depicted below.
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Figure 1. derivation of the bound keys for RRC and UP protection
The key Ko directly takes part in the AS keys derivation in solution 9 .
3. Proposal

It is proposed to include above analysis to the TR.
**************************************start first change ***************************************
8.8
Analysis of key interaction on Un interface
8.8.1 key relationship on Un interface  
There are three options for the relationships of the keys on Un interface security:

· Scheme A: keys of IPsec and AS are independently generated

· Scheme B: IPsec keys are derived by AS keys
· Scheme C: AS keys are bound to RN device related keys
      The schemes mapped into the remaining solutions under consideration as follows:
Tab. 1 mapping relation between the schemes and solutions
	scheme 
	mapped solution

	scheme A
	solution 4,solution 11,solution 12

	schemeB
	solution 7a

	scheme C
	solution 5,solution 8,solution 9


8.8.2 Analysis of the key interaction on Un interface 
For scheme A, AS keys are derived from key generated in EPS-AKA. IPsec keys are generated during IKEv2 SA setup. IPsec key lifetime depends on SA lifetime. If lifetime of an SA expires, SA rekeying needs to be executed. The rekeying is implemented by creating new child SA to replace the expired SA and this rekeying procedure will not impact the service of existing IPsec tunnel.AS key updating will be executed indenpendently.There is no interaction between AS key updating and SA rekeying and therefore there is no need to synchronise between updating the keys on the two different layers. The following two requirements shall be satisfied.

1. Interface between UICC and RN-ME shall be secured;

2. AS keys shall be saved and processed in secured environment.
For scheme B, IPsec keys are derived from AS keys. If interface between RN-ME and UICC is not secure, attackers can obtain AS keys and IPsec keys which are used to protect Un interface.The following two requirements shall be satisfied.

3. Interface between UICC and RN-ME shall be secured;

4. AS keys shall be saved and processed in secured environment.

If PDCP COUNT wraps round, AS keys could be updated by triggering an intra-cell handover procedure. The new AS key will introduce new either key KIKE for IPsec or new key KIPSEC for IKE that in turn generates new key for IPsec. IPsec rekeying is implemented by reestablishing security associations to take the place of ones that expire.The KIKE may also be used as the new preshared key of the new SA.The SA rekeying may in reverse impact AS keys from key synchronization perspective. 
For scheme C, the AS keys are the product of binding UICC authentication and RN platform authentication. If interface between RN-ME and UICC is not secure, the attackers still can not know AS keys which are used to protect Un interface, even in case that only AS security is used for Un security.Whether the RN device related key should take part in AS key update and how to update the RN device related key should be considered further.

***************************************end first change ****************************************
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