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Abstract of the contribution:
This contribution gives some comparison of the reserved solutions.
1. Introduction

In last SA3 adhoc meeting, the solutions had been looked into and solution 4, 5, 7a, 8, 9, 11, 12 are for further study and development so that one solution may be selected. From secure channel perspective, these solutions can be classified into following two types:

· Solutions requiring secure channel:  4, 7a, 11, 12;

· Solutions not requiring secure channel: 5, 8, 9;

This contribution provides comparison among solutions based on the use of secure channel and provides some additional considerations to help in solution selection.
2. Analysis
2.1 Solutions requiring secure channel
Vicious attacker may tamper or intercept the sensitive data transmitted on the interface between RN and UICC. As a result, the RN can not obtain the actual CK, IK and derive the corresponding keys, this will lead to key desynchronization between RN and network. In this case the service can not continue as usual if the security is activated. In other case, the attacker can use the intercepted keys to eavesdrop on communication.
Secure channel mitigates threat 5, while also brings additional complexity for UICC and RN implementation. For solutions requiring secure channel, depending on how the secure channel is set up, GBA or TLS clients may need to be implemented on the RN and UICC. Note that RN is likely to have implemented TLS functionality due to the potential need to support secure end-to-end connection with OAM server. If certificates are used to establish secure channel using TLS, the certificates would have to be pre-provisioned in the UICC. This is a common feature of all solutions requiring secure channel.
 1. Modification on legacy security mechanism:

Solution 4: AKA is used for subscription anthentication and certificate is used for RN platform authentication. Both are standardized usage already defined in 3GPP;
Solution 7a: AKA is used for subscription anthentication. Preshared key is used for RN platform authentication with keys derived from the AKA subscription authentication.IKE usage is standard using PSK instead of certificate.There is logic binding between KAS and KIKE;
Solution 11: two USIMs are used to perform AKA in the two different attachments. After initial attachment, solution 11 is similar to solution 4 in terms of attachment. There is very little impact on legacy security mechanism.Though standards supports multiple USIMs, it is not clear what the advantage of using two USIMs in Solution 11 compared to Solution 4.
Solution 12: The RN platform is authenticated by USIM in secure channel establishment, and the USIM is authenticated with MME in AKA. As LTE R9/10 does not support KASME derivation in UICC, new UICC shall be used in this solution. And a new KASME* is derived in initial attachment, this will also lead to modification to key derivation logic and the usage of this key is not clear from the solution description;
Conclusion: Solution 4 is different from solution 11 and 12 in using one USIM and not changing KASME derivation, solution 4 has less impact than other solutions. 
2. If enhanced AS is used to protect traffic on Un interface:
Solution 4: does not adopt enhanced AS security on Un interface. Certificate based IKEv2 to establish an IPsec ESP security association with the DeNB only for the integrity of S1/X2 control plane;
Solution 7a: does not adopt enhanced AS, pre-shared key based IKEv2 to establish an IPsec ESP security association with the DeNB only for the integrity of S1/X2 control plane.;
Solution 11/12:Both use AS enhancement for S1 /X2, but Solution 12 needs additional level of keys.;
Conclusion: solutions 11/12 use enhanced AS to protect data on Un interface, and solutions 4/7a do not.
If SA3 decides that AS enhancement is the way to go, solution 7a would need to delete the key binding from KAS to KIKE and gains additional advantage of not having modification to legacy security mechanism. Certificate based IKEv2 to establish an IPsec ESP security association with the DeNB for solution 4 could also be omit.
After above modification, solution 7a and solution 4 will be the same.
3. If IPsec+AS protection is used for traffic protection on Un interface
Solution 4/7a: no enhancement is needed to support the mechanism;

Solution 11/12:do not use IPsec+AS protection;
Conclusion: solution 4/7a support IPsec+AS protection. Solution 7a has the advantage over solution 4 on no need for certificate management. Solutions 11/12 do not use IPsec + AS.
2.2 Solutions not requiring secure channel
Secure channel has effect of protecting the interface between RN and UICC and providing binding for RN and UICC.To achieve binding between UICC and RN, various enhancements have been introduced to solution 5, 8, 9. However, all these solutions can not provide protection for the interface between RN and UICC, which does not mitigate Threat 5.
1. Modification on legacy security mechanism
Solution 5: enhanced AKA is used to authenticate both RN subscription and RN platform. Additional certificate may need to be pre-provisioned in addition to the certificate for signing. Some messages as well as processing logic need to be modified，e.g. RN needs to decrypt the device_temp_key and compute device_res as well as RES for network to authenticate the RN.
Solution 8: a symmetric key needs to be pre-provisioned in RN platform and network, which is then used in the enhanced AKA. This key can not be updated like other parameter used in other solutions. In addition, some messages as well as processing logic need to be modified; 
Solution 9: AKA is used  to authenticate RN subscription, certificate based IKE to establish an IPsec ESP security association with the DeNB, so there is no new mechanism is introduced to authenticate RN as well as NAS protection.However, key binding brings the modification to the exist mechanism.The initial Ko and any update to Ko need to be signalled explicitly. 
Conclusion: Solution 9 implements binding between AS keys and RN platform authentication with fewer modifications to existing infrastructure compared to solution 5 and solution 8. 
2. If enhanced AS is used to protected traffic on Un interface

Solution 5: support enhanced AS and with no additional process in this solution, however, certificate is needed (including additional certificate validation) because privacy key/ public key pair is used in the enhanced AKA;

Solution 8: support enhanced AS and with no additional process in this solution, in this case, certificate is not needed for this solution;
Solution 9: does not use enhance AS security for both S1/X2 signaling integrity and confidentiality.
Conclusion: Solution 5 and solution 8 are more suitable for enhanced AS protection than solution 9.If SA3 decides enhanced AS is the way to go, Solution 8 without certificate is simpler than solution 5.
3. If IPsec+AS protection is used for traffic protection on Un interface

solution 5: IPsec SA should be established between RN and DeNB in addition to enhanced AKA; However, this would require either certificate based IKE, PSk-based IKE or non-standardized implementation of IPsec (e.g. Solution 6).
solution 8: IPsec SA should be established between RN and DeNB in addition to enhanced AKA; However, this would require either certificate based IKE, PSk-based IKE or non-standardized implementation of IPsec (e.g. Solution 6).
Solution 9: certificate based IKE to establish the IPsec SA already exists.
Conclusion: Solution 9 is more suitable to the IPsec+AS protection than solution 5 and solution 8.

3. Proposal
It is proposed to add above analysis to the TR.

**************************************start first change ***************************************
10.13   Evaluation 
From secure channel perspective, these solutions can be classified into following two types:

· Solutions requiring secure channel:  4, 7a, 11, 12;

· Solutions not requiring secure channel: 5, 8, 9;

For solutions requiring secure channel, solution 4 has the least modification to legacy security mechanism while solution 7a is the simpliest to implement.If enhanced AS were used to protect Un interface, then IPsec SA is not needed .In this case, solution 4,7a could both be modified to use secure channel and AKA for RN platform authentication and subscription authentication.Solution 11/12 could not support IPsec+AS protecting on Un interface.

For solutions not requiring secure channel, all the solutions introduce some modifications to legacy security mechanism, thus all of them may need to provide proof security in the new mechanism. Solution 9 is more suitable to IPsec+AS protection with relative fewer modifications while solution 8 is more suitable to the enhanced AS protection.
11
Conclusions 

It was agreed that solutions 1, 2, 3, 6 and 10 will not be pursued further.

It was agreed to keep solution 4 open.


It was agreed to keep solution 5 open.


It was agreed to keep 7a (both PSK and GBA) open.


It was agreed to keep solution 8 open (the merged solution in S3-101113).


It was agreed to keep solution 9 open.


It was agreed to keep solution 11 open.


It was agreed to keep solution 12 open.
***************************************end first change ****************************************
