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Abstract of the contribution:
This contribution discusses the threats and the potential solution for the key issue- time controlled.
1 Introduction
Time controlled is one of MTC features. The point of this feature aims at how to restrict MTC Device’s access to the network and avoid unnecessary network load outside these pre-defined time periods. This contribution discusses the threats and the potential solution for the key issue.
2  Analysis
2.1 Issue analysis

Three terminologies are used in this feature, i.e. grant time interval, forbidden time interval, communication window. The home network operator may restrict altering the time period e.g. to avoid traffic when the MTC server is in maintenance by means of a ‘forbidden time interval’. Typically, an MTC User agrees with an operator on a predefined time period for a group of MTC Devices. The time in which access is permitted is termed a ‘grant time interval.’ For many applications, individual MTC Devices do not need the total duration of this predefined time period to communicate with the MTC Server. Typically a 5-10 minutes ‘communication window’ is sufficient for an individual MTC Device. 
There are several solutions in TR23.888 to handle this feature. These so-called time interval and time window can be defined/randomized by both MTC device and MTC server in TR23.888 solutions.  There exist security threats if the intervals and time window are sent from MTC server to MTC device without any protection. The attackers can change time interval/window to limit or extend the time. MTC device will not have enough time to finish the job when time window is limited.  And the MTC device will extend online time to do its job repeatedly and waste its power and thus it will cause network congestion when time window is tampered to extend. Moreover, if the time interval is tampered by the attacker, the MTC device may be rejected to access to the network or be charged high according to TR23.888 when MTC device wants to exchange signalling and sends and receives data outside of defined time intervals. 
To counter this threat, the time interval/window shall be protected when sent from MTC server to MTC device, especially integrity protection.

2.2 Potential solutions

With regard to different scenarios of inform messages in solutions of TR23.888, current mechanisms can be used to solve the issue.
· NAS protection
Time interval/window can be sent in NAS to inform the length of interval/window. After NAS SMC, security is setup for protection. All NAS signalling messages shall be integrity-protection according to TS33.401. So current LTE mechanism can ensure that time interval/window can not be tampered. For GSM and UMTS, SA2 has not defined any solutions yet. But it needs to send the time interval/window in protection.
· Application level protection
Another potential solution is that time interval/window is sent by MTC server via application level data. Current mechanism, e.g. GBA push which is defined in TS33.223, can be used to protect the data sent from MTC server.  Or some application security mechanism can also be used. However, these solutuions are out of 3GPP scope.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to include the key issue and potential solutions into TR33.8xx. 
1 Introduction
Overload/congestion control is one of the MTC features. MTC related signalling congestion and overload is an urgent issue that network operators are currently facing. This contribution discusses the threats and the potential solution for the key issue.
2  Analysis

2.1 Issue analysis

In order to combat signalling congestion, network nodes shall be able to reject or prevent attach or connection requests. The challenge is to block the traffic of the particular MTC application(s) that is causing the congestion, without restricting non-MTC traffic or traffic from other MTC applications that are not causing a problem. SA2 has designed several solutions for it. The aim of these solutions is when the network finds that the UE is a MTC device that causes congestion or the UE is a low priority MTC device, it will reject the connection request. So two indicators are used, i.e. MTC indicator and low priority indicator.   
When requesting access to the mobile network, a UE shall provide its currently enabled indicators to the network. There exist security threats if the indicators are sent without any protection. The attackers can tamper with the low priority indicators to the normal state to let many MTC devices connect when the network setup congestion control mechanism. The problem is serious since nowadays congestion is the most urgent issue that operators face.Vise verse, if an attacker adds a fake low priority indicator in the request sent by normal UEs, the service of normal UEs (esp. some VIP users) is maliciously degraded. 
So it requires that the indicators shall be protected when sent, especially integrity protection.

2.2 Potential solutions

It is decided by SA2 and CT1 that MTC indicator and low priority indicator are carried in the attach request and LAU/RAU/TAU request. However, attach request and LAU/RAU/TAU request can not be protected initially at the very first beginning, i.e. when MTC device connects to the network for the first time, because MTC device would not have any valid security context. 

But if the UE has valid security context, the Attach Request and LAU/RAU/TAU request shall be integrity protected by the NAS-MAC according to TS33.401. So the current LTE mechanism can be used to protect the indicators.

3. Proposal

It is kindly proposed SA3 to agree the following PCR to include the key issue and potential solutions into TR33.8xx. 
*************************************************Begin of First change*************************************************
5.X Key Issue-Time controlled
5.X.1 Issue Details
Time controlled is one of the MTC features. The point of this feature aims at how to restrict MTC Device’s access to the network and avoid unnecessary network load outside these pre-defined time periods. Three terminologies are used in this feature, i.e. grant time interval, forbidden time interval, communication window. The home network operator may restrict altering the time period e.g. to avoid traffic when the MTC server is in maintenance by means of a ‘forbidden time interval’. Typically, an MTC User agrees with an operator on a predefined time period for a group of MTC Devices. The time in which access is permitted is termed a ‘grant time interval.’ For many applications, individual MTC Devices do not need the total duration of this predefined time period to communicate with the MTC Server. Typically a 5-10 minutes ‘communication window’ is sufficient for an individual MTC Device. 
5.X.2 Threats

There are several solutions in TR23.888 to handle this feature. These so-called time interval and time window can be defined/randomized by both MTC device and MTC server in TR23.888 solutions.  There exist security threats if the intervals and time window are sent to MTC device without any protection. The attackers can change time interval/window to limit or extend the time. MTC device will not have enough time to finish the job when time interval/window is limited.  The MTC device will extend online time to do its job repeatedly and waste its power and thus it will cause network congestion when time interval/window is tampered to extend. Moreover, MTC users may be charged more according to TR23.888 when MTC device exchanges signalling or sends and receives data outside of defined time intervals.
5.X.3 Security requirements
Time interval and communication window shall be integrity-protected when sent to MTC device.
Editor’s Note: It is ffs if other protection (e.g. confidentiality) is required.
*************************************************End of First change*************************************************

*************************************************Begin of Second change*******************************************

6.X Solutions for Time Controlled

 With regard to different scenarios of inform messages in solutions of TR23.888, current mechanisms can be used to solve the issue.

· NAS protection

Time interval and communication window can be sent in the NAS to inform the MTC device of the length of interval/window. After NAS SMC, security is setup for protection. All NAS signalling messages shall be integrity-protected according to TS33.401, and therefore current LTE mechanisms ensure that the time interval/window can not be tampered. For GSM and UMTS, SA2 has not defined any solutions yet. But the time interval/window should be protected in this case as well.
Editor’s Note:It is FFS how to protect time interval/window in GSM/UMTS when SA2 figures out GSM/UMTS solutions for time controlled feature.
· Application level protection

Another potential solution is that time interval/window is sent by MTC server via application level data. Current mechanism, e.g. GBA push which is defined in TS33.223, can be used to protect the data sent from MTC server.  Or some application security mechanism can also be used. However, these solutions are out of 3GPP scope.
Editor’s Note: It is FFS whether there is any other solution for this feature- time controlled.
*************************************************End of Second change*********************************************

*************************************************Begin of third change*************************************************

5.X Key Issue-Congestion Control

5.X.1 Issue Details
In order to combat signalling congestion, network nodes shall be able to reject or prevent attach or connection requests. The challenge is to block the traffic of the particular MTC device(s) that is causing the congestion, without restricting non-MTC traffic or traffic from other MTC devices that are not causing a problem. SA2 has designed several solutions for it. The aim of these solutions is when the network finds that the UE is a MTC device that will cause congestion or the UE is a low priority MTC device, it will reject the connection request. So the UE can use e.g. a low priority indicator.   

5.X.2 Threats

When requesting access to the mobile network, a UE shall provide its currently enabled indicators to the network. There exist security threats if the indicators are sent without any protection. The attackers can tamper with the low priority indicators to the normal state to let many MTC devices connect when the network setup congestion control mechanism. The problem is serious since nowadays congestion is the most urgent issue that operators face. Vice versa, if an attacker adds a fake low priority indicator in the request sent by normal UEs, the service of normal UEs (esp. some VIP users) will be maliciously degraded. 
5.X.3 Security requirements  
The low priority indicator shall be integrity-protected according to the rules in TS 33.102, TS33.401, TS 23.060 and TS23.401.
*************************************************End of Third change*************************************************

*************************************************Begin of Fourth change*******************************************

6.X Solutions for Congestion Control  
Current GSM/UMTS/LTE mechanism should be used to protect low priority indicator. If the UE has valid security context, the Attach Request and LAU/RAU/TAU request shall be integrity protected.
However, attach request and LAU/RAU/TAU request can not be protected initially, i.e. when MTC device connects to the network for the first time, because MTC device would not have any valid security context.  
*************************************************End of Fourth change*********************************************
