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Abstract of the contribution:This contribrution addresses the issue of creating an enhanced UTRAN security context from a mapped EPS security context where the keys used to calculate KASME may have been exposed outside the CN. 
Discussion
A Mapped EPS security context may be created from a CK and IK that have been exposed outside the CN, e.g. from a legacy UTRAN security context. These mapped contexts should not be used to subsequently create enhanced UTRAN security context as this breaks the desired security properties of an enhanced security context, i.e. KASMEU calculated from keys that may have been exposed outside the CN. In order to overcome this issue it is proposed to distinguish between mapped EPS security contexts whose KASME was calculated from a CK and IK from those that  whose KASME was calculated from KASMEU. The latter will be called an enhanced mapped EPS security context. 
In particular enhanced MMEs need to support the following behaviour

· When creating a mapped EPS security context to remember whether it is an enhanced one or not

· At idle mobility or handovers between MMEs signal if the current EPS security context is an ehanced one

· At idle mobility or handover to UTRAN to only create and send an enhanced UTRAN security context if the current EPS securiyt context is a native or an enhanced mapped one.

Similarly enhanced UEs need to support the following behaviour

· When creating a mapped EPS security context to remember whether it is an enhanced one or not
· Only create enhanced UTRAN security context from native and enhanced mapped EPS NAS security contexts
This behaviour is capture in the below pCR which it is proposed that SA3 accepts for inclusion in the UTRAN KH TR.   
Proposed pCR
*************** FIRST CHANGE **********************

5.2.3.3.1
Attach and TAU procedures in EPS
In Attach and TAU Requests, the UE+ shall signal its support of the enhanced security context. This means that an MME+ is aware of the UE’s capabilities and can act appropriately when sending the UE’s context to an SGSN during either idle mobility or handover. 
At idle mobility between MMEs, if the current EPS NAS security context is an enhanced mapped one, i.e. it was created from an enhanced UTRAN secuirty context,  the old MME indicates this to the new MME.  
In the 
case, an enhanced MME receives a KASMEU from an SGSN in idle moboilty from UTRAN/GERAN to E-UTRAN, it shall use KASMEU along with the exchanged nonces instead of the CKL and IKL (the keys received in the legacys IEs) to calculate KASME. In this case it shall signal to the MME that it has used KASMEU to calculate KASME in the NAS Security Mode Command  that creates the mapped context. The MME+ shall also remember that this Mapped EPS security context is an enhanced one.
An enhanced UE that receives such an indication in the NAS Security Mode Command shall use KASMEU to calculate KASME. The ME+ remembers that this mapped EPS NAS security context is an enhanced one.
5.2.3.3.2
Attach and RAU procedures in UTRAN/GERAN when TIN = ‘GUTI’
The behaviour here is identical to that described in clause 5.2.1.2 with an MME+ acting like an SGSN+ except the following when the current EPS NAS security context is either a native or an enhanced mapped one
-
The UE+ includes a COUNT = 0 in the initial message

-
An MME+ that knows the UE supports the enhanced security context calculates KASMEU from KASME and the same inputs as are used to calculate CK’ and IK’ except that the KDF is different. It sends KASMEU and COUNT = 0 to the SGSN.

-
The UE tries IKS (calculated from KASMEU with a COUNT of 0) and IK’ to check the integrity protection of a subsequent security mode command.  

5.2.3.4
Handovers

5.2.3.4.1
Intra-E-UTRAN S1 Handovers

A source MME+ informs the target MME that the UE supports the enhanced security context. This is to ensure a target MME+ is aware of the UE capabilities in case of a handover before the subsequent TAU Request. The source MME+ also informs the target MME if the current EPS NAS security context is an enhanced mapped one. 
5.2.3.4.2
Handovers from E-UTRAN to UTRAN/GERAN

This follows the behaviour as in clause 5.2.1.3, except that an MME+ that is handing a ME+ over to an SGSN does the following when the current EPS NAS security context is either a native or an enhanced mapped one:

-
The MME+ calculates a KASMEU from KASME and the same input paramters as used for calculating CK’ and IK’ except the KDF is different. It passes KASMEU and COUNT = 0 over to the SGSN.

In UTRAN, the SGSN will pass IKS and CKS to the RNC and these will be used for security after the handover. An SGSN+ and ME+ will act in the subsequent RAU procedure as described in clause 5.2.1.3.

In GERAN, the SGSN+ and ME+ then acts as in a UTRAN to GERAN handover (see clause 5.2.2.4.2). 
5.2.3.4.3
Handover to GERAN/UTRAN to E-UTRAN

A source SGSN+ transfer the security context to the MME as described in clause 5.2.1.3

A target MME+ receiving the KASMEU and COUNT behaves as follows

-
Calculates a new KASME and the received KASMEU using IKS and CKS as inputs to ensure a fresh KASME
-
Informs the ME+ that its supports the enhanced security context and has performed the above key derivation by setting one bit of the NAS Security parameters to E-UTRA IE (see TS 24.301 [6]) 

An ME+ receiving NAS Security parameters to E-UTRA IE with the relevant bit set uses the new calculation for KASME. The ME+ remembers that this mapped EPS NAS security context is an enhanced one. Otherwise the ME+ falls back to a legacy security context with KASME calculated as in legacy situation.

*************** NEXT CHANGE ************************
5.2.4.5
Changes to TS 29.274 

The following messages or IEs in TS 29.274 [8] that require a change to support solution 2.

Forward Relocation Request message
An indication that a UE+ supports enhanced security context functionality 
An indication that the current mapped EPS NAS security context is an enhanced one  
Context Response message
An indication that the current mapped EPS NAS security context is an enhanced one  
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