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Abstract of the contribution:
This contribution proposes a summary of changes to messages that are required to support solution 1 for inclusion in the TR33.859. 
1 Introduction
The contribution adds a summary of the needed changes to messages that are required to support solution 1. The contribution lists the required changes that are already included in the TR and also the ones proposed in S3-100854, S3-100855 and S3-100857. 
2 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR. 

************************** start of 1st changes ************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
SP-070782, “FS on UTRAN key management enhancements”.

[3]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture".
[4]
3GPP TS 33.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP System Architecture Evolution (SAE): Security Architecture".
[5]
3GPP TS 24.008: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[6]
3GPP TS 24.301: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[7]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface"
[8]
3GPP TS 29.274: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; 3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3"
[9]
3GPP TS 25.413: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling"
[10]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Radio Resource Control (RRC); Protocol Specification"
[11]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description; Stage 2"
[12]
3GPP TS 33.220: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic bootstrapping architecture"
[13]                      3GPP TS 25.423: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iur interface RNSAP signalling”.

[14]                      3GPP TS 36.413: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP) ”.
[15]                      3GPP TS 36.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC);  Protocol specification”.
************************** end of 1st changes *************************

************************** start of 2nd changes ************************
5.1.x Summary of changes to messages 
5.1.x.1 General

The following sub-clauses list the changes to existing messages that are needed to support the solution 1.  
5.1.x.2 Changes to TS 24.008

The following messages or IEs in TS 24.008 [5] require a change to support solution 1.

Authentication and ciphering request
An indication to the UE that it shall use an enhanced security context.

 Attach request
An indication that a UE+ supports enhanced security context functionality.

RAU Request 
An indication that a UE+ supports enhanced security context functionality. 

RAU Accept
An indication that the target SGSN+ after an intra-UTRAN handover or a handover to UTRAN supports the enhanced security context.

5.1.x.3 Changes to TS 24.301

The following messages or IEs in TS 24.301[6] require a change to support solution 1.

Attach request
An indication that a UE+ supports enhanced security context functionality. 

Tracking area update request
An indication that a UE+ supports enhanced security context functionality.

5.1.x.4 Changes to TS 29.060

The following messages or IEs in TS 29.060[7] require a change to support solution 1.

SGSN Context Response message
An SGSN+ includes {KRNC*, NCC} if the security context being used is an enhanced one. 

Forward Relocation Request
An indication that a UE+ supports enhanced security context functionality. 
{KRNC*, NCC} used to derive the enhanced keys IKU/CKU​ during SRNS relocation.
Forward Relocation Response
An indication that the target RNC supports enhanced security context functionality. 
A NCC used to synchronize key derivation between the target network and the UE.

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

5.1.x.5 Changes to TS 29.274 

The following messages or IEs in TS 29.274[8] require a change to support solution 1.

Forward Relocation Request
An indication that a UE+ supports enhanced security context functionality. 
{KRNC*, NCC} used to derive the enhanced keys IKU/CKU​ during SRNS relocation.

Forward Relocation Response
An indication that the target RNC supports enhanced security context functionality. 
A NCC used to synchronize key derivation between the target network and the UE.

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

5.1.x.6 Changes to TS 25.413 

The following messages or IEs in TS 25.413[9] require a change to support solution 1.

SECURITY MODE COMMAND
An indication whether or not the SGSN supports the enhanced security. 
A KRNC used to derive the enhanced keys IKU/CKU.

{KRNC*, NCC} pair used to derive the next hop enhanced keys IKU/CKU​ during SRNS relocation.

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC.

Relocation Required
An indication whether or not the UE supports the enhanced security.

Relocation Request
An indication whether or not the UE* supports the enhanced security.

{KRNC*, NCC} used to derive the next hop enhanced keys IKU/CKU​ during SRNS relocation.

KRNC used when UE+ moves from E-UTRAN to UTRAN supporting UKH.
A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

Relocation Request Acknowledge/Relocation Command
An indication to UE whether or not the target RNC supports the enhanced security.

A NCC used to synchronize key derivation between the target network and the UE.

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

Enhanced Relocation Complete Response
{KRNC*, NCC} pair used to derive the next hop enhanced keys IKU/CKU​ during next SRNS relocation.
5.1.x.7 Changes to TS 25.423 

The following messages or IEs in TS 25.423[xx] require a change to support solution 1.

Enhanced Relocation Request
An indication whether or not the UE supports the enhanced security.

{KRNC*, NCC} used to derive the next hop enhanced keys IKU/CKU​ during SRNS relocation.

Enhanced Relocation Response
An indication to UE whether or not the target RNC supports the enhanced security.

A NCC used to synchronize key derivation between the target network and the UE.
5.1.x.8 Changes to TS 25.331 

The following messages or IEs in TS 25.331[10] require a change to support solution 1.

SECURITY MODE COMMAND
An indication whether or not the network (SGSN+ and SRNC+) supports the enhanced security.

A KRNC used to derive the enhanced keys IKU/CKU.

{KRNC*, NCC} pair used to derive the next hop enhanced keys IKU/CKU​ during SRNS relocation.

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC.
Physical Channel Reconfiguration/UTRAN Mobility Information/Cell Update Confirm/URA Update Confirm
An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.

A NCC used to synchronize key derivation between the target network and the UE.

Physical Channel Reconfiguration Complete/UTRAN Mobility Information Confirm
An indication whether or not the UE supports the enhanced security.Handover to UTRAN Command
A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from GERAN to UTRAN supporting UKH.

An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.
5.1.x.9 Changes to TS  36.413

The following messages or IEs in TS 36.413[14] require a change to support solution 1.

Handover Command
A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.

5.1.x.10 Changes to TS  36.331

The following messages or IEs in TS 36.331[15] require a change to support solution 1.

MobilityFromEUTRACommand

A fresh parameter (eg., NONCE) sent to UE+ used to derive KRNC when UE+ moves from E-UTRAN to UTRAN supporting UKH.

An indication whether or not the target network (SGSN+ and SRNC+) supports the enhanced security.

************************** end of 2nd changes ************************
