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1. Introduction

This contribution is a pCR for the key issue of the MTC device triggering of the living document on“Security Aspects of NIMTC”.
2. Discussion
At the last meeting, threats and the corresponding security requirements of MTC device triggering were discussed. However, for this issue, there are some other threats that also should be taken into account. In TS 22.368, the requirement related to MTC Device triggering states that, the network shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC Server. That is to say, device triggering is triggered by the MTC Server through the network. This will open a chance for the attacker, especially when the MTC server is outside the oprator’s domain, the attacker can impersonate the MTC server to send a false trigger indication to MTC device, or can eavesdrop on or manipulate the trigger indication that is transferred by network. These will cause false decision on the MTC device which may lead to the waste of the MTC device’s power consumption and even a DOS attack to the network., as a large number of MTC devices are triggered and required authentication at the same time. 
 3. Proposal

It is kindly asked SA3 to discuss and agree section 2.
===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue - MTC device triggering
3.1.1
Issue Details

MTC device triggering requirements are defined in TS 22.368, section 7.1.2. Several use cases shall be considered in this living document as follows:

-
A MTC device receives a trigger indication when it is offline.
-
A MTC device receives a trigger indication when it is online, but has no data connection established.

-
A MTC device receives a trigger indication when it is online and has a data connection established.

Editor’s Note: The meaning of “offline” need to be detailed.
3.1.2
Threats
False network attack: When a MTC device is offline, the attacker can impersonate a network to send a trigger indication to the MTC device. 

False MTC server attack through the network:

1. The attacker can impersonate the MTC server to send a false trigger indication to the MTC device whether MTC device.
2. The attacker can eavesdrop on or manipulate the trigger indication between the MTC server and the network.

Although there are existing mechanisms in the current network to prevent a MTC device to connect to a false network, there is still an issue. MTC devices are different from UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC device and waste its power. So the false network attack is more serious for MTC devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat.
3.1.3
Security Requirements

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. At least, the network should be able to authenticate whether the trigger indication is sent by an authorized MTC server especially when the MTC server is outside the operator’s domain. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime of the MTC device would be minimized.
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