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7.7.3 Relay Node Security
1
Introduction
This contribution provides some evaluation criteria to evaluate solutions left in previous meeting firstly, the criteria are in high priority from our point. The objective of this pCR is to focus on the last solution selection. So basically all solutions are evaluated in the criteria listed in this paper and recommendations are proposed. 
And mostly, we are trying to choose the feasible, secure, simple and easy to deploy and managed solution. 
2 
Proposal 
It is proposed to add above analysis to the TR.

**************************************start first change ***************************************
10.13   Evaluation 
 The criteria is significant by listing Security as the top 1 from the security group perspective. 
10.13.1 Security 

Security protection is the basic evaluation criteria and the purpose of all solutions. Each solution shall be secure first. 
The solutions 4, 5,7a, 8, 9, 11, 12 all can fulfil the basic RN security requirements in the security sense. 

10.13.2 Operation Cost
Here this criteria mainly refers to the operation cost for operators.
Solution 11 uses two USIMs which is expensive and also consume double IMSIs and keys for each relay. It will waste operator’s limited resources. So this solution should not be considered. 
All solutions using certificate will bring some cost for the operator who has no trusted CA. This operator needs to establish a PKI itself or just make extra agreement with some PKI owners. However, this is not a problem for operators who has been using certificate in their networks.
10.13.3
Modifications on legacy signalling
RAN2/3 has agreed that “Impact to legacy network elements from the introduction of RNs shall be minimized, especially to the core network. ” in TS 36.300.  

Solutions 5 and 12 need to modify the NAS signalling. Solution 5 needs to add additional IE into AKA signalling, solution 12 needs to change NAS signalling between DeNB and MME to inform which keys (Kasme / Kasme*) should be used. So solution 5 and 12 should not be considered under RAN2/3 agreements. 

10.13.3 Management complexity
Management complexity mainly refers to the issues for equipment management and additional effort for operators. The more complex a solution is, the lower priority it should be:
All solutions use of certificate (4, 9, 11, 12 and 7a1) have certificate management problem. Certificate enrolment procedure should be considered and certificate validation and revocation have to be performed. 

The current 4 has no detailed certificate validation procedure, it is supposed here it may use the similar procedure of 11, then if this way, 2 USIMs will be used, then the 4 will have one more additional cost issue like described in 10.13.2;

4 and 7a are very similar; both use IKE/IPsec and rely on a secure UICC i/f.  4 and 7a1 are similar in the secure channel establishment, the only difference is 7a1 pre-installs the certificate. 4 and 7a2 are different in the IPSec and also different on the secure UICC, 4 uses certificate, 7a2 uses PSK. 

So if there is mature PKI with trusted CA and, then 4 can be used. But if there is no certificate widely deployed and aims to avoid the certificate management problem, then 7a2 is a good choice. 
10.13.5 Implementation complexity
This mainly analyzes from the difficulty in the implementation view. 
Solution 5 has the implementation complexity because it brings not only modification on signalling but also additional compute for Kasme. So it impacts the current LTE equipment MME, which need to add a new function for the new Kasme_d derivation.

Solution 7a2 faces the provisioning implementation complexity to install the key into UICC and RN. But it has been considered in the 10.7.4 by operator handling.

Solution 8 has the embedded USIM provisioning problem or soft root key provisioning like solution 7a2. But it may be solved like 10.7.4. in the same time, it has the complex key derivation problem.

Solution 9 has a complex KeNB rekey procedure and it has to consider the key synchronization between AS level and IP level. 
Solution 11 brings additional AKA procedure when RN starts up. So it brings procedure complexity into RN system.

Solution 12 needs to add new key derivation function for UICC to generate Kasme and Kasme* and transfer them to the RN. It also need to add Kasme* derivation function into MME.
11
Conclusions 

It was agreed that solutions 1, 2, 3, 6 and 10 will not be pursued further.

It was agreed to keep solution 4 open.


It was agreed to keep solution 5 open.


It was agreed to keep 7a (both PSK and GBA) open.


It was agreed to keep solution 8 open (the merged solution in S3-101113).


It was agreed to keep solution 9 open.


It was agreed to keep solution 11 open.


It was agreed to keep solution 12 open.
The type of evaluation criteria above in 10.13 is not too accurate science; the evaluation criteria can’t fully cover all aspects and different people has different priority, but this attempt to evaluation the solutions just give hints about which solutions that seem to have simple and efficient implementations.

Drawing from the evaluation performed in section 10.13, we get the following conclusions:

· Solutions 5,11,12 should not be considered any more

· Solution 9 can only be workable if the rekeying issue has been solved for the enhanced AS option. Otherwise, it should not be considered. 

So our recommended relay security solutions as following 

· 4 and 7a2 can be considered as the choice for option 1 according to the different scenarios on certificate or PSK(pre-shared key) respectively. But 4 must explain the details on its certificate validation and revocation problems, or else, it shall be re-considered. 
**************************************end first change****************************************
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