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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This clause shall start on a new page.

The present document studies more focussed the high-level solutions possibilities for PUCI described in the technical report (TR 33.937) on PUCI. 

The scope of the study includes:
· Study of the PUCI related  information:

· What information to be stored in the HSS.

· Type of PUCI information to be exchanged (e.g. scoring information, contextual information) and how this information should be structured, or even between which nodes the information should be sent. 

· If and how PUCI information should be sent inside SIP.

· Study on Invoking of 3rd party PUCI AS or Supplementary Services (SS) depending on configuration.

· Interworking 

· with non-IMS networks.

· with other IMS services like SRVCC, ICS, and service continuity.

· Types of communication that should/can be covered by PUCI, and how the different types of communication affect the PUCI solution.

· How much of PUCI that can be achieved via prevention and how much needs to be done via treatment.

· PUCIF to PUCIF communication.

· Use of existing methods of user notification for PUCI communication.

· Mitigation of source identity spoofing, especially from non-IMS networks, on the effectiveness of the PUCI mechanism.

· Illustrative use of standardized PUCI features in typical deployment scenarios.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]
ETSI TR 187 009: “Feasibility study of prevention of unsolicited communications in the NGN”.
[3]
3GPP TR 33.937: “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.
[4]
3GPP TS 22.173: "Multimedia Telephony Service and supplementary services". 
[5]
3GPP TS 22.101: "Service aspects".

[6]
3GPP TS 22.173: "Multimedia Telephony Service and supplementary services".
It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

Unsolicited Communication [3]: Unsolicited Communication (UC) denotes bulk communication in IMS where the benefit is weighted in favour of the sender. In general the receiver(s) of UC do not wish to receive such communication. UC may comprise of, e.g., “SPam over IP Telephony (SPIT)" or "SPam over IP Messaging (SPIM)”.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

UC
Unsolicited Communication
4
Definition of PUCI Scope
4.1
Communication Modes

Editor’s note: This section defines the scope of the PUCI solution in terms of what modes of communication should be covered (voice, instant messaging, other), and discusses how different communication modes affect the PUCI solution.
The PUCI study TR [3] discussed PUCI primarily in the context of voice communications, but did not specify which modes of communication a PUCI solution should apply to. To address this question, the following considerations are put forward:

· It is desirable to have as complete a protection as possible. Thus, PUCI should preferably cover all communication modes carried in IMS. In particular, this includes communication modes utilized in services defined for IMS, such as voice, video, and instant messaging (IMS Multimedia Telephony Service [4]). Other possibilities include protection against presence spam, i.e., UC embedded in presence subscription messages (e.g., in the From or Contact fields, depending on what is displayed to the recipient for an authorization decision).

· However, since the overall goal of PUCI is to avoid disturbing the subscriber with UC, there is likely little utility in attempting to block communication elements in an already established session. Thus, the primary aim is to prevent UC session establishment attempts. Consequently, content-based protection mechanisms could be beneficial for the case of instant messaging UC carried in SIP Messages, but is likely ineffective when applied to the media plane, e.g., of an established MSRP session. It could be studied if media plane screening solutions can help in addition to mechanisms studied in this TR.
Editor’s note: It is FFS whether addition of media elements during an ongoing session should be in scope for PUCI. According to the reasoning above, this would only be a potential issue if it is possible for an attacker to spoof the originating identity for an ongoing session and thus add UC media to an already ongoing session,
· Services not defined for IMS, like email, are out of scope; in particular since email Spam protection already exists.

4.2
Bulk Communications vs Targeted Communications

Editor’s note: This section defines the scope of the PUCI solution in terms of whether it should cover only bulk communication scenarios or also some scenario(s) with targeted communications. 
The PUCI study TR [3] considered scenarios with targeted communications to specific individuals, for instance, in a stalker type of scenario, as well as the more Spam-like bulk communication scenario which indiscriminately targets large recipient populations.

Since existing Supplementary Services (SS) for the Multimedia Telephony service [4] already includes protection mechanisms for targeted UC through Malicious Communication Identification (MCID) and Call Barring (CB), PUCI scope for targeted communication should be studied only for mechanisms that are not already covered by SS.
5
Design Principles and Security Requirements
5.1
Design Principles

Editor’s Note: Captures the high level principles from the objective of the WID
The PUCI solution will adhere to the following design principles:

· No new capabilities are required on the IMS Core elements. For example the support of iFC, initial Filtering Criteria, in S-CSCF as the basic IMS function is good enough to redirect SIP signals to a PUCI AS.
· There will be new originating and terminating S-CSCF triggers. For example PUCI AS can be triggered by utilizing the existing iFC.
· No impacts to the UEs or its interfaces, including the Gm interface or user interface.
· PUCI processing will be performed in an Application Server.

· If SCORE and other PUCI related information needs to be signaled between carriers, it shall originate and terminate in a PUCI AS. Thereby being transparent to the IMS Core. For example SCORE and other PUCI related information can be carried in the SIP header as an optional information element.
· SPUCI solution will not mandate user notification or user interaction, but if there is user notification, only existing methods will be used, as not to impact the UE or usage experience.

· The SCORE and other PUCI related information will be defined at a generic level, with their specific meanings being left to operator policy. 

· Mapping of SCORE and other PUCI related information between carriers will be per interconnection agreements.

· The invocation of PUCI, thresholds, and actions taken will be based on the contractual relationship between the user and the carrier, where the thresholds are based on operator policy.

· PUCI processing may be performed on behalf of IMS and non-IMS users, including PSTN users.

· National legislature and/or operator policy may impact the PUCI actions to be taken.

· PUCI may apply to all IMS services to include and not limited to: session based services (voice, video), messaging, and data delivery.
5.2
Security Requirements

Editor’s Note: Captures security requirements from TR 33.937.
Editor’s note: It is FFS which security requirements from TR 33.937 should be included in this clause. Security requirements should be checked against design principles in Section 5.1 for compatibility.

6
Preventive Measures

Editor’s note: This section discusses how much of the protection can be achieved through prevention measures, rather than reactive measures. The possible prevention measures include both non-technical measures, such as legislation, and contractual agreements between operators, as well as technical measures for prevention, such as means for interworking with non-IMS systems.
6.1
Non-Technical Prevention Measures
6.2
Technical Prevention Measures
7
Interworking with Non-IMS Systems


Editor’s note: This section describes how interworking with non-IMS systems should be performed, in particular, to mitigate source identity spoofing affecting PUCI effectiveness.

8
PUCI Architectural Considerations

8.1
Overview
8.2
PUCI Information Stored in HSS


Editor’s note: This section should examine what PUCI-related information needs to be stored in the HSS.

8.3
PUCI Function Invocation


Editor’s note: This section should examine invocation of 3rd party PUCI AS or Supplementary Services, depending on configuration.

8.4
Compatibility with IMS Centralized Services, SRVCC, and Service Continuity


Editor’s note: This section should further examine compatibility issues with CS for the proposed PUCI approaches. This includes SRVCC, ICS, and service continuity.

8.4.1
General

As stated in [3], it is desirable to strive for a consistent user experience across access scenarios. Thus, it is important to ensure that the approach chosen for PUCI can be made compatible with IMS Centralized Services (ICS), Single Radio Voice Call Continuity (SRVCC), and Service Continuity (SC).

8.4.2
Mechanisms Based on Supplementary Services


Editor’s note: This section should describe how compatibility with ICS, SRVCC, and SC could be handled for the PUCI based strictly on existing Supplementary Service mechanisms.

The sole purpose of IMS Centralized services (see e.g., [5], clause 22) is to use the IMS service engine to provide the telephony service for the CS access in addition to the PS access. This also implies that the same IMS TAS (including supplementary services according to [6]) will be used irrespectively of whether the user uses a CS access or a PS access. As a result, when the SS-based PUCI functionality is used, this will be provided for the user irrespectively of access, and by the same service engine. No additional functionality will be required to handle these cases, and no limitations are foreseen. 

If SRVCC is applied, this will not impact SS based PUCI functionality, as the service engine is not changed. The same applies when using Service Continuity in general, as the service engine remains the same. 

Thus, mechanisms in [3] based strictly on the use of existing mechanisms in Supplementary Services (SS) will also be compatible with ICS, SRVCC, and SC.

8.4.3
IMR


Editor’s note: This section should describe how compatibility with ICS, SRVCC, and SC could be handled for the IMR approach.

8.4.4
Extensions to Supplementary Services


Editor’s note: This section should describe how compatibility with ICS, SRVCC, and SC could be handled for extensions to SS, such as addition of Contextual Information (CI).

9
Solution Alternatives


Editor’s note: Based on the analysis in sections 4-8, this section should describe the different solution alternatives in more detail. For technical measures this would include reference architecture, functional entities, and information flow. However, it is important that non-technical preventive measures should not be ruled out.

10
PUCI Information Exchange


Editor’s note: This section should examine whether there is a need to exchange PUCI information, what type of PUCI information needs be exchanged, and how this should be performed. While there may be solution dependent signalling required, it is important to identify which information shall be transferred across networks even if different solutions are deployed in these networks.

10.1
PUCI Information Type and Structure


Editor’s note: This section should examine what type of PUCI information should be exchanged (scoring information, contextual information) and how this should be structured.

10.2
PUCI Information Signalling


Editor’s note: This section should examine the need for signalling of PUCI information between network elements and if a need is found, motivate it and describe how it could be done (e.g., inside SIP).
10.3
PUCI Function Communication


Editor’s note: This section should examine the need for communicating information between PUCI functions (PUCIF to PUCIF), and if a need is found, motivate it and describe how it could be done.
10.4
PUCI User Notification


Editor’s note: This section should examine the use of existing methods for of user notifications for PUCI communication.

11
Conclusions and Recommendations

Conclusions determining what TS work is needed.
Annex A:
Illustration of Typical Deployment Scenarios
A.1
Scenarios


Editor’s note: Description of the deployment scenarios.

A.2
Discussion: Legal Issues


Editor’s note: Based on the scenarios, this section examines potential legal issues.

A.3
Architectural Impact


Editor’s note: Based on the scenarios, this section examines the architectural impact.
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