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Abstract of the contribution:
In this contribution, some corrections and explanations are added to attach procedure in order to satisfy the security properties.
1 Introduction
There is a property that it should be possible to provide fresh RAN keys at every Idle to Active transition. So in this contribution a new random NONCE is defined to derive KRNC. And also the reason why introduce FRESH used to derive IKU and CKU is added. This contribution is based on proposed solution 1 in TR 33.ukh.
2 Proposed Changes

************************** start of changes ************************

5
Analysis and Design
5.1 
Proposed solution 1

5.1.3 
Signalling Procedures
5.1.3.1
Attach

1.
An ME+ performing attach, signals its key handling capabilities for UTRAN to the SGSN(*) or the MSC/VLR+ in the Attach Request. (The capabilities should be signaled in such a way that a SGSN+ or MSC/VLR+ will understand the key handling requirements but a legacy SGSN would ignore the capability signaling.)

NOTE: This type of capability signaling is already specified for Rel-8.
2.
The SGSN(*) or MSC/VLR+ requests an AV from the HSS. 
3.
The HSS returns the AV. 
4.
The SGSN+ or MSC/VLR+ sends the RAND and the AUTN to the ME+.
5.
The SGSN+ or MSC/VLR+ generates a random NONCE, and derives KRNC based on CK/IK and NONCE (e.g., KRNC = H1(CK, IK,NONCE)).
6.
The SGSN+ or MSC/VLR+ determines which UIAs and UEAs that are allowed to be used in order of preference.

7.
The SGSN+ or MSC/VLR+ issues the SECURITY MODE COMMAND.This message contains an ordered list of allowed UIAs in order of preference, the NONCE, and the derived KRNC. If ciphering shall be started, it contains the ordered list of allowed UEAs in order of preference. It also indicates, for a ME+, that the UTRAN key hierarchy handling is applicable.
8.
The SRNC+ decides which algorithms to use by selecting the highest preference algorithm from the list of allowed algorithms that matches any of the algorithms supported by the ME+ and generates a random value FRESH.
9.
The SRNC+ derives IKU and CKU (if applicable ) based on KRNC (e.g., IKU = H2(KRNC, FRESH, int-alg-ID), CKU = H3(KRNC, FRESH, enc-alg-ID)) and initiates the downlink integrity protection.
10.
The SRNC+ generates the RRC message Security mode command. The message includes the ME security capability, the UIA, the NONCE and FRESH to be used and if ciphering shall be started also the UEA to be used, the CN type indicator information. Additional information (start of ciphering) may also be included. Before sending this message to the ME+, the SRNC+ generates the MAC-I (Message Authentication Code for Integrity) and attaches this information to the message.
11.
The ME+ derives KRNC based on IK/CK and the NONCE(e.g., KRNC = H1(CK, IK,NONCE)), and then derives IKU and CKU (if applicable ) based on KRNC (e.g., IKU = H2(KRNC, FRESH, int-alg-ID), CKU = H3(KRNC, FRESH, enc-alg-ID)).
12.
At reception of the Security mode command message, the ME+ controls that the "UE security capability" received is equal to the "UE security capability" sent in the initial message. The MS verifies the integrity of the message by comparing the received MAC-I with the generated XMAC-I.
13.
If all controls are successful, the ME+ compiles the RRC message Security mode complete and generates the MAC-I for this message. If any control is not successful, the procedure ends in the MS.
14.
At reception of the response message, the SRNC+ computes the XMAC-I on the message. The SRNC+ verifies the data integrity of the message by comparing the received MAC-I with the generated XMAC-I.
15.
The transfer of the RANAP message Security Mode Complete response, including the selected algorithms, from SRNC+ to the SGSN+ or MSC/VLR+ ends the procedure.
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Figure 5.1.3.1-1: Security mode set-up in attachment procedure
The HSS shall for these reasons always transfer standard UMTS AVs and that all the additional key derivations are performed in the serving PLMN.
In order to avoid CK/IK exposure in UTRAN, KRNC are derived from CK and IK in SGSN+ or MSC/VLR+. 

Regarding why CKU and IKU are derived by SRNC+, the following reasons are proposed. 1) There is a requirement that the key derivations make the keys depend on the algorithm identifiers. And in UMTS UIA and UEA are finally decided by SRNC+.   2) It shall be possible to update keys at intra-UTRAN handovers (SRNC+/Node B mobility), and in an enhanced SRNC relocation procedure SRNC+ communicates with Target RNC+ directly, so if RNC+ has the ability to derive CKU and IKU, it would benefit key update during SRNC handover. 
In order to provide fresh RAN keys at every Idle to Active transition, a NONCE is generated by SGSN+ or MSC+ every time and is used to derive KRNC together with IK/CK.
FRESH is used to ensure different derivations of IKU and CKU under the same KRNC and algorithm identity among different RNCs+(especially for SRNC relocation procedure).
In accordance with these reasons above, KRNC are transferred from SGSN+ or MSC/VLR+ to SRNC+. And SRNC+ derives CKU and IKU based on KRNC.
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